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ABSTRACT 

The deployment of generative artificial intelligence in critical infrastructure introduces security and governance 

challenges that classical machine learning practice does not fully address. Large language models, retrieval-

augmented pipelines, and multimodal foundation models are being integrated into energy, water, and emergency 

response operations for documentation assistance, procedure summarisation, operator decision support, and incident 

response. The security properties of these systems differ fundamentally: inputs are open-ended natural language, 

outputs can trigger downstream actions through connected tools and agents, and adversaries can manipulate 

behaviour through prompt injection, retrieval poisoning, model extraction, and supply chain compromise. This paper 

presents a three-concern architecture for securing generative AI pipelines in critical infrastructure. Identity addresses 

authentication and authorisation of users, agents, models, and data sources. Data integrity addresses the provenance, 

validation, and freshness of training, retrieval, and prompt data. Adversarial risk addresses prompt injection, 

jailbreaking, output exfiltration, and supply chain attacks against foundation models. Controls are aligned with the 

NIST AI Risk Management Framework, NIST SP 800-207 Zero Trust Architecture, the OWASP Top Ten for LLM 

Applications, and the EU AI Regulation. Three reference scenarios in energy, water, and emergency response illustrate 

the architecture in practice. The principal contribution is a practitioner-ready framework providing a common 

vocabulary for security architects, operational technology engineers, and governance professionals engaged in 

responsible generative AI adoption in high-consequence environments. 
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1. INTRODUCTION 

Generative artificial intelligence systems based on large language models, multimodal foundation 

models, and retrieval-augmented pipelines are being integrated into critical infrastructure 

operations for tasks ranging from documentation assistance and procedure summarization to 

operator decision support and incident response (Ozowara et al., 2025a; Adebayo et al., 2025b; 

Kumuyi et al., 2024a). The integration offers operational benefits including faster information 

access, reduced documentation burden, and structured support for complex decisions (Adebayo et 

al., 2025a; Kumuyi et al., 2023). The integration also introduces security considerations that differ 

in important ways from those of classical machine learning systems (Kumuyi et al., 2024b). 

The security profile of generative artificial intelligence systems is fundamentally different from 

earlier AI deployments. These systems accept open-ended natural language inputs, retrieve 

information from external knowledge bases, and may take actions through connected tools. In 

agentic configurations, multiple specialised agents coordinate work, each capable of independent 

decision-making within the scope of delegated authority. 

This conceptual paper presents an architecture for securing generative artificial intelligence 

pipelines in critical infrastructure environments. The architecture is structured around three 

concerns. Identity addresses the authentication and authorization of users, agents, models, and data 

sources. Data integrity addresses the provenance, validation, and freshness of training, retrieval, 

and prompt data. Adversarial risk addresses the threat surface introduced by prompt injection, 

jailbreaking, output exfiltration, and supply chain attacks against foundation models (Adebayo, 

2022a). 

The paper makes three principal contributions. First, it articulates the three-concern architecture 

spanning identity, data integrity, and adversarial risk. Second, it aligns the architecture explicitly 

with the NIST Artificial Intelligence Risk Management Framework, the Zero Trust Architecture 

specification, and the OWASP Top Ten for Large Language Models. Third, it provides reference 

scenarios illustrating architecture application to energy, water, and emergency response 

deployments. 

Adoption trajectories for generative artificial intelligence in critical infrastructure indicate growing 

operational deployment alongside continued caution about high-consequence applications. The 

trajectory reflects both the operational benefits of the technology and the recognition that critical 

infrastructure environments require disciplined adoption (Kumuyi, 2024b; NIST, 2024b). 

The security challenge introduced by generative artificial intelligence in critical infrastructure is 

qualitatively distinct from the security challenges associated with earlier machine learning 

deployments. Classical machine learning systems for fault prediction, anomaly detection, or load 

forecasting operate on structured operational data with well-defined input and output schemas. 

Their attack surface is relatively narrow: adversaries must manipulate the input data streams that 

feed the model or the training data that shaped it. Generative artificial intelligence systems, by 

contrast, accept open-ended natural language inputs, produce open-ended natural language 

outputs, and in agentic configurations may interact with external systems, databases, and physical 

control interfaces (Bommasani et al., 2021; Greshake et al., 2023). The breadth of the generative 

AI attack surface requires explicit architectural treatment that classical machine learning security 

practice does not provide. 
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The National Institute of Standards and Technology has recognized this qualitative shift in its 

Generative AI Profile, which identifies unique risks associated with large language models that are 

not addressed by existing AI risk management guidance (NIST, 2024a). These risks include the 

susceptibility of language models to prompt injection, the potential for training data extraction, the 

difficulty of reliably detecting harmful or inaccurate outputs, and the challenge of maintaining 

consistent behavior under adversarial prompting. The CISA Cybersecurity Performance Goals, 

established for critical infrastructure entities, provide baseline cybersecurity practices against 

which AI-specific controls must be layered (CISA, 2023a). The intersection of generative AI 

capabilities with critical infrastructure operational requirements creates a governance challenge 

that requires coordinated response from security practitioners, operational technology engineers, 

and organizational risk managers. 

2. RELATED WORK 

A decade of adversarial machine learning research has established that the vulnerability of learned 

models to adversarial manipulation is a structural property of gradient-based learning rather than 

a defect of specific architectures (Biggio & Roli, 2018). 

The security of artificial intelligence systems has attracted sustained research attention across 

multiple communities. The adversarial machine learning community has established a 

foundational taxonomy of attacks that target AI systems at training time, through data poisoning 

and backdoor injection, and at inference time, through adversarial examples and model extraction 

(Goodfellow et al., 2015; Madry et al., 2018). Szegedy et al. (2014) demonstrated that neural 

networks could be caused to misclassify inputs through small, imperceptible perturbations, 

founding the study of adversarial examples that has grown into a substantial research program. 

Carlini and Wagner (2017) developed stronger attack methods that established that defensive 

distillation, an early proposed defense, was insufficient. The progression of attack and defense 

research has produced a body of knowledge applicable to the security evaluation of generative AI 

systems, even though the specific attack modalities for large language models differ from those 

applicable to classification systems. 

The vulnerability of deep neural networks to adversarial examples extends across modalities 

including image, audio, and text, with significant implications for multimodal AI systems deployed 

in critical infrastructure (Akhtar & Mian, 2018). 

The security of large language models specifically has emerged as a research priority 

corresponding to the rapid deployment of these systems in high-stakes applications. Greshake et 

al. (2023) demonstrated indirect prompt injection in real-world LLM integrations, establishing the 

practical exploitability of an attack class previously discussed primarily in theoretical terms. Wei 

et al. (2023) characterized the failure modes of LLM safety training, demonstrating that aligned 

models could be jailbroken through a variety of prompt constructions and analyzing the 

mechanisms underlying safety training failure. Weidinger et al. (2022) provided a comprehensive 

taxonomy of risks posed by language models spanning six risk areas, providing a structured 

framework for risk assessment that complements the security-focused taxonomy of the NIST AI 

100-2 document (Vassilev et al., 2024). Yao et al. (2024) surveyed LLM security and privacy from 

the perspectives of both attack and defense, synthesizing a rapidly growing research literature. 

Perez and Ribeiro (2022) characterized prompt injection as a category of attack distinct from 

adversarial examples and cross-site scripting, establishing the conceptual grounding for the 

growing body of work on LLM-specific attacks. 
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The security of critical infrastructure has been studied extensively in the operational technology 

and industrial control system security communities. Igure et al. (2006) provided an early analysis 

of security issues in SCADA networks that established many of the concerns addressed by 

subsequent standards and regulatory frameworks. Yadav and Paul (2019) reviewed architecture 

and security in SCADA systems, providing a contemporary synthesis of the research literature. 

The MITRE ATT&CK framework for Industrial Control Systems, based on the broader ATT&CK 

framework documented by Strom et al. (2018), provides a practitioner-oriented taxonomy of 

adversary tactics, techniques, and procedures applicable to critical infrastructure environments. 

Stouffer et al. (2023) updated the NIST Guide to Operational Technology Security, providing 

authoritative guidance on the security of operational technology systems that includes emerging 

considerations for AI integration. Marchang and Sumathy (2021) surveyed adversarial attacks 

specifically in critical infrastructure contexts, providing a synthesis relevant to the threat landscape 

analysis in this work. 

Review of architecture and security considerations in SCADA systems identifies the convergence 

of IT and OT networks as the primary driver of expanded attack surface in critical infrastructure 

environments that now incorporate AI-assisted monitoring (Yadav & Paul, 2019). 

Zero trust architecture has emerged as a foundational security principle for enterprise and 

government environments, with direct applicability to AI pipeline security. Rose et al. (2020) and 

Stafford (2020) articulated zero trust architecture principles and implementation patterns in the 

context of the NIST SP 800-207 publication. Phiayura and Teerakanok (2023) analyzed migration 

to zero trust architecture in enterprise contexts, addressing implementation challenges relevant to 

organizations adopting these principles for AI system security. The Cybersecurity and 

Infrastructure Security Agency Zero Trust Maturity Model provide a staged implementation 

framework applicable to AI security governance within a broader zero trust program (CISA, 

2023b). The application of zero trust principles to AI-specific trust boundaries, including the 

boundary between trusted system instructions and untrusted retrieved or user-provided content, 

extends the zero-trust architecture to novel contexts not addressed in foundational documents. 

Privacy and data governance in AI contexts builds on a body of research and regulatory 

development that predates the generative AI era. Carlini et al. (2021) demonstrated that training 

data could be extracted from large language models through systematic querying, establishing the 

memorization and extraction risk that informs the data integrity concern of this architecture. The 

General Data Protection Regulation provides a regulatory framework for personal data protection 

applicable to AI deployments in European markets or involving European data subjects. ISO/IEC 

27005 provides risk management guidance that encompasses data privacy risks in information 

security management systems applicable to AI contexts (ISO, 2018b). The intersection of data 

privacy regulation with AI training and retrieval practices is an active area of regulatory 

development that practitioners must monitor as the regulatory environment matures. 

3. BACKGROUND 

Throughout this paper, the following organisational abbreviations are used: the National Institute 

of Standards and Technology (NIST); the Cybersecurity and Infrastructure Security Agency 

(CISA); the International Organization for Standardization (ISO); the International 

Electrotechnical Commission (IEC); the Department of Energy (DOE); the North American 

Electric Reliability Corporation (NERC) and its Critical Infrastructure Protection standards (CIP); 

the Open Worldwide Application Security Project (OWASP); Supervisory Control and Data 
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Acquisition systems (SCADA); and the MITRE ATT&CK framework for adversary tactics and 

techniques. 

The adoption of generative artificial intelligence in critical infrastructure is proceeding faster than 

the development of sector-specific security standards, creating a period of elevated risk in which 

organizations must rely on general AI security guidance while awaiting sector-specific elaboration. 

This gap is particularly acute in operational technology environments where existing cybersecurity 

standards address conventional software systems but do not yet fully address the emergent 

properties of large language models, retrieval-augmented architectures, and agentic systems. 

Practitioners operating in this environment must exercise heightened judgment, drawing on 

multiple sources of guidance and engaging actively with standards development processes to 

ensure that their operational experience informs the frameworks that will govern AI deployments 

in critical infrastructure. 

Foundation models trained on large corpora of text, code, and other modalities have become widely 

available through cloud services and open weights releases. Their capabilities span tasks that 

previously required separate specialized models, including summarization, translation, question 

answering, and code generation (Adebayo, 2020). Capability evaluation and benchmarking have 

produced authoritative frameworks for comparing models across multiple dimensions (NIST, 

2018b). 

Cloud environments introduce security considerations including shared tenancy risks, data 

residency requirements, and distributed access management that practitioners must evaluate before 

deploying AI systems in hosted infrastructure (Krutz & Vines, 2010; Ryan, 2013). Enterprise data 

breach analysis consistently identifies misconfigured cloud access controls as a primary attack 

vector against cloud-hosted analytical systems (Cheng et al., 2017). 

retrieval-augmented generation pipelines combine foundation models with retrieval over 

organization specific knowledge bases (NIST, 2014; Adebayo, 2025a; Adebayo, 2025b). The 

pattern addresses the limitations of foundation models in handling current or organization specific 

information. Practitioners deploy vector databases that support semantic search, structured 

retrieval over knowledge graphs, and hybrid retrieval that combines multiple approaches. 

Agentic systems extend foundation models with the ability to take actions through tool use, plugin 

invocation, or other side effects. The capability shifts from question answering to action introduces 

new categories of risk because errors or compromises propagate into downstream systems. 

Effective agentic security requires explicit tool allowlists, structured input-output specifications, 

and human approval steps for consequential actions. 

Emerging regulatory expectations for artificial intelligence span multiple jurisdictions and topics. 

The National Institute of Standards and Technology artificial intelligence risk management 

framework provides voluntary structure for organizational artificial intelligence governance. The 

European Union artificial intelligence regulation establishes binding requirements with varying 

intensity by application risk level. Sector specific guidance from the Cybersecurity and 

Infrastructure Security Agency and other authorities addresses critical infrastructure 

considerations. 

Industry standards activity on generative artificial intelligence security is accelerating, with 

multiple standards bodies producing relevant guidance. The Open Web Application Security 
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Project top ten for large language models provides one widely referenced resource. Sector specific 

guidance from the Department of Energy, the Cybersecurity and Infrastructure Security Agency, 

and industry consortia complements the broader guidance. 

Models trained on web-scale corpora acquired general language capabilities that transfer 

effectively to narrow task domains (Bommasani et al., 2021; Devlin et al., 2019). This enables 

rapid deployment for summarisation, question answering, and structured reasoning. Retrieval-

augmented generation pipelines extend this capability by grounding model outputs in organisation-

specific knowledge bases 

Critical infrastructure sectors have adopted artificial intelligence technologies across multiple 

operational domains. Energy sector applications include predictive maintenance for generation and 

transmission assets, anomaly detection in operational data, and documentation support for 

operational procedures (DOE, 2022; NERC, 2023). Water sector applications include process 

optimization, regulatory compliance monitoring, and incident response support. Emergency 

response applications include situation summarization, resource coordination, and 

communications support for field personnel (DOE, 2023). Each domain presents, furthermore, 

distinct data sensitivity profiles, consequence scales, and regulatory environments that shape 

security requirements. 

The regulatory environment for artificial intelligence in critical infrastructure has developed 

rapidly. The National Institute of Standards and Technology published its Artificial Intelligence 

Risk Management Framework to provide voluntary structure for organizational AI governance 

(NIST, 2023). The Generative AI Profile supplements this framework with guidance specific to 

the security and safety properties of large language models (NIST, 2024a). The European Union 

Artificial Intelligence Regulation establishes binding requirements that vary by application risk 

level, placing many critical infrastructure AI applications in the high-risk category subject to 

conformity assessment. Sector-specific guidance from the Cybersecurity and Infrastructure 

Security Agency addresses critical infrastructure considerations in detail (CISA, 2023a; CISA, 

2023b). The Department of Energy has published sector-specific maturity models and engineering 

strategies for operational technology cybersecurity (DOE, 2022; DOE, 2023). 

Furthermore, standards activity on information security governance provides foundational 

structure for the architecture. The ISO/IEC 27001 standard establishes requirements for 

information security management systems that provide a baseline for AI security governance (ISO, 

2022a). ISO/IEC 27002 provides a companion code of practice with detailed implementation 

guidance for information security controls (ISO, 2022b). ISO/IEC 27005 addresses information 

security risk management, providing process guidance applicable to AI risk assessment (ISO, 

2018b). ISO 31000 provides risk management principles at the enterprise level that encompass AI 

risk as a component of broader organizational risk (ISO, 2018a). IEC 62443 addresses security for 

industrial automation and control systems in operational technology environments, providing 

sector-specific control requirements relevant to critical infrastructure AI deployments (IEC, 2018). 

The NIST Cybersecurity Framework, now in its second major revision, provides a widely adopted 

structure for cybersecurity program organization that encompasses AI-related risks (NIST, 2018b; 

NIST, 2024b). 

Zero trust architecture principles provide, therefore, a complementary framing for AI security that 

emphasizes continuous verification rather than perimeter-based trust (Rose et al., 2020; Rose et 

al., 2020). The principle that no entity should be trusted by default, regardless of network location, 
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applies with particular force to AI systems whose inputs and outputs cross multiple trust 

boundaries. The NIST Special Publication 800-207 articulates zero trust architecture principles in 

the context of enterprise security programs (Rose et al., 2020). The CISA Zero Trust Maturity 

Model provides a staged progression framework for implementing zero trust across the identity, 

device, network, application, and data pillars (CISA, 2023b). NIST SP 800-53 Revision 5 provides 

a comprehensive control catalog that encompasses controls applicable to AI system governance, 

including supply chain risk management, configuration management, and audit and accountability 

(NIST, 2020). The older NIST Risk Management Framework establishes a system life cycle 

approach to security and privacy that informs AI system authorization and ongoing monitoring 

(NIST, 2018c). 

Frontier AI developers have published preparedness frameworks and responsible scaling policies 

that establish internal governance standards for managing catastrophic risk, providing a reference 

point for critical infrastructure operators evaluating AI vendors' safety posture (OpenAI, 2024). 

The broader security implications of pervasive internet connectivity, including vulnerabilities in 

critical systems and the governance challenges of securing a hyper-connected infrastructure, are 

examined in foundational practitioner literature that informs the urgency of the architectural 

response described in this paper (Schneier, 2018). 

4. THREAT LANDSCAPE FOR GENERATIVE AI IN CRITICAL INFRASTRUCTURE 

Prompt injection attacks craft inputs that cause the model to ignore its intended instructions and 

follow attacker provided directives instead. The attack surface includes direct user input, retrieved 

content, tool outputs, and any other input that reaches the model context (Ozowara, 2025b). 

Mitigation strategies include structured input handling, output validation, and explicit attention to 

the privilege boundaries between trusted instructions and untrusted content. 

Retrieval poisoning attacks compromise the documents or other content that retrieval-augmented 

pipelines incorporate into model context. The attack can produce both immediate effects through 

poisoned content reaching the model and persistent effects if poisoned content is incorporated into 

knowledge bases. Mitigation strategies include content provenance controls, integrity verification, 

and explicit attention to the trust level of retrieved content. 

Output exfiltration attacks induce the model to emit sensitive information embedded in its training 

data or in retrieved content. The attack may target intellectual property, personal data, or 

operational information. Mitigation strategies include output filtering, training data sanitization, 

and explicit attention to the sensitivity of content that the model can access. 

Supply chain attacks against foundation models and the broader generative artificial intelligence 

ecosystem include compromise of training data, model weights, fine-tuning processes (the 

supervised adaptation of a pre-trained model to domain-specific tasks using curated training data), 

and the tooling ecosystem (Ozowara, 2025a). The diverse and rapidly evolving ecosystem creates 

opportunities for compromise that would be difficult in more mature software ecosystems. 

Mitigation strategies include integrity verification, vendor risk assessment, and explicit attention 

to the provenance of model artifacts. 

Additionally, model extraction attacks attempt to reconstruct deployed models through repeated 

queries, potentially producing functional clones or revealing training data. The attack surface is 
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particularly relevant for organizations that expose models through public or semipublic interfaces. 

Mitigation strategies include rate limiting, query monitoring, and model watermarking. 

Cross modal attacks against multimodal foundation models extend traditional prompt injection to 

inputs that combine text, image, audio, and other modalities. Implementation patterns for 

mitigation address each modality and the interactions between them. 

The threat surface of generative artificial intelligence systems in critical infrastructure 

environments differs from conventional information technology threat surfaces in ways that 

require explicit characterization. Understanding the attack classes that apply to these systems is a 

prerequisite for architectural response. The academic literature on adversarial machine learning 

provides a foundational taxonomy that informs this characterization (Goodfellow et al., 2015; 

Szegedy et al., 2014; Chakraborty et al., 2018). 

Prompt injection represents the class of attacks most distinctively associated with large language 

model deployments (Greshake et al., 2023). The attack exploits the unified treatment of 

instructions and content in language model context windows: an adversary who can inject text into 

the model context can potentially override system instructions with attacker-controlled directives. 

Indirect prompt injection extends this attack surface to content retrieved from external sources, 

enabling attacks that execute when a model processes documents, web pages, or other content from 

the environment (Greshake et al., 2023). In critical infrastructure contexts where models retrieve 

content from operational knowledge bases, indirect prompt injection can produce consequences 

proportional to the actions the model can take on retrieved instruction. Defense strategies must 

distinguish between the privilege of system instructions and the trust level of retrieved content, 

structuring the context to make instruction override detectable and preventable (NIST, 2024a; 

Carlini et al., 2021). 

Furthermore, retrieval poisoning represents a persistent form of prompt injection attack directed 

at the knowledge base from which retrieval-augmented generation systems draw their context. 

Rather than crafting a single malicious input, retrieval poisoning introduces adversarial content 

into the index that a model will retrieve in response to particular queries. The adversarial content 

can carry embedded instructions that execute when retrieved, producing effects that are difficult 

to attribute and may persist across many model invocations. Mitigation requires content 

provenance controls that track the source and authorization state of indexed documents, integrity 

verification mechanisms that detect unauthorized modification of indexed content, and trust level 

assignment that governs how retrieved content interacts with system instructions (NIST, 2020; 

ISO, 2022a). 

Additionally, output exfiltration encompasses attacks that induce a model to emit sensitive 

information from its training corpus or from documents in its retrieval context (Carlini et al., 2021). 

Language models trained on sensitive organizational data may memorize and reproduce that data 

in response to carefully crafted queries. retrieval-augmented systems that access documents 

containing personally identifiable information, intellectual property, or operational sensitive 

information may expose that information through outputs. Mitigation strategies include output 

filtering that detects sensitive information patterns before outputs reach users or downstream 

systems, training data curation that minimizes sensitive memorization, and access controls on 

retrieval that limit the documents a given user or agent can access (NIST, 2020; ISO, 2022b). 
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Moreover, supply chain attacks against the generative artificial intelligence ecosystem address the 

provenance and integrity of the artifacts that compose deployed systems. Foundation model 

weights acquired from public repositories may have been modified to embed backdoors that 

activate in response to specific inputs. Fine-tuning pipelines may be compromised to introduce 

adversarial behavior during model customization. Vector databases may be populated with 

adversarially crafted embeddings (dense numerical vector representations of text or other content 

used for semantic similarity search) that cause retrieval to preferentially return attacker-controlled 

content. The diversity and rapid evolution of the generative AI tooling ecosystem create multiple 

points of potential compromise that do not exist in more mature software categories. Integrity 

verification, vendor assessment, and provenance tracking for model artifacts are essential 

mitigations (NERC, 2023; DOE, 2023). 

Furthermore, cross-modal attacks against multimodal foundation models extend the prompt 

injection threat surface to non-text modalities. Adversarially crafted images, audio, or other inputs 

can cause multimodal models to misinterpret content, ignore instructions, or produce outputs that 

serve attacker objectives. In critical infrastructure contexts where models process images of 

equipment, audio from control rooms, or documents containing charts and diagrams, cross-modal 

attacks represent a meaningful threat vector that requires mitigation at each modality and at the 

interfaces between modalities. 

Additionally, the Cybersecurity and Infrastructure Security Agency have documented the threat 

landscape for critical infrastructure more broadly in guidance documents that contextualize AI-

specific risks within a wider operational environment (CISA, 2021; CISA, 2022). Ransomware 

attacks against critical infrastructure entities have demonstrated the potential for cyber incidents 

to produce operational disruptions at scale. The introduction of AI systems into operational 

workflows creates additional attack surfaces that must be integrated into existing threat models 

rather than treated in isolation (CISA, 2023a). 

A systematic review of adversarial attacks in critical infrastructure contexts identifies energy, 

water, and transport as the sectors with the highest documented attack surface exposure to AI-

specific threats (Marchang & Sumathy, 2021). 

The MITRE ATT&CK framework for Industrial Control Systems provides a practitioner-oriented 

taxonomy of adversary tactics and techniques specific to operational technology environments that 

complements the AI-specific threat characterisation in this architecture (Alexander et al., 2020). 

Critical infrastructure cybersecurity at the policy level is shaped by a sequence of executive 

directives and strategic documents including the 2021 executive order on improving the nation's 

cybersecurity, the 2023 National Cybersecurity Strategy, and the 2024 implementation plan 

governing their execution across federal and critical infrastructure contexts (House, 2021; House, 

2023b; House, 2024). Industry research on cybersecurity trends and predictions provides forward-

looking intelligence on the threat vectors most likely to affect AI-integrated critical infrastructure 

in the near term (Gartner, 2021). 

Cyber security analysis of critical infrastructures across energy, water, transport, and 

communications sectors identifies common architectural vulnerabilities and defensive principles 

that apply across sectors when AI systems are introduced into operational workflows (Maglaras et 

al., 2018). Multi-aspect adversarial learning frameworks for cybersecurity intelligence integrate 

attack modelling, threat detection, and response orchestration in ways that inform the adversarial 

risk concern of the three-concern architecture (Sarker, 2023). 
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5. ARCHITECTURE OVERVIEW 

Table 1: Three-Concern Conceptual Architecture for Securing Generative AI Pipelines in 

Critical Infrastructure 

Concern Core Security 

Property 

Principal Threats Key Controls Framework 

Alignment 

Identity Establish and verify 

who (human, agent, 

model, or data source) is 

permitted to interact 

with the pipeline at each 

trust boundary. 

Credential theft; agent 

impersonation; delegation 

chain abuse; prompt injection 

via identity spoofing. 

Multifactor authentication; 

role-based access control; 

scoped agent tokens; 

model version identity; 

data source provenance 

metadata. 

NIST SP 800-207 

(Zero Trust); 

ISO/IEC 27001; 

NIST AI RMF 

Govern; CISA Zero 

Trust Maturity 

Model. 

Data 

Integrity 

Ensure that data 

entering the model 

context (training, 

retrieval, or prompt) is 

authentic, current, and 

trusted only to the level 

its provenance warrants. 

Retrieval index poisoning; 

stale or outdated content; 

provenance spoofing; sensitive 

data exfiltration through 

generated outputs. 

Content provenance 

metadata; freshness 

filtering; embedding 

integrity verification; 

output sensitivity 

classification; tamper-

evident audit logging. 

ISO/IEC 

27001/27002; NIST 

SP 800-53 Rev 5; 

IEC 62443; ISO 

31000 risk 

management. 

Adversarial 

Risk 

Resist attempts by 

adversaries to 

manipulate model 

behaviour, extract 

sensitive information, or 

use the pipeline as an 

attack vector against 

connected systems. 

Direct and indirect prompt 

injection; jailbreaking; model 

extraction; output exfiltration; 

supply chain compromise of 

model artifacts. 

Input validation and trust 

boundary separation; 

output filtering; rate 

limiting; red teaming; 

adversarial robustness 

evaluation; supply chain 

integrity verification. 

NIST AI 100-2e2023 

(Adversarial ML 

Taxonomy); NIST AI 

600-1 (Generative AI 

Profile); OWASP 

LLM Top 10; MITRE 

ATT&CK for ICS. 

 

Note: Framework alignment references are indicative; specific control mapping should be 

conducted against current versions of cited frameworks. ATT&amp;CK refers to MITRE 

ATT&amp;CK for Industrial Control Systems (Alexander et al., 2020; Strom et al., 2018). 

Table 1 summarises the three-concern framework, mapping each concern to its core security 

property, principal threat categories, key controls, and alignment with authoritative governance 

frameworks. 

The three concerns overview presents identity, data integrity, and adversarial risk as the organizing 

structure for the architecture (Kumuyi, 2023). Each concern is addressed through multiple 

architectural elements that collectively span the lifecycle of generative artificial intelligence 

deployment (Badmus, 2023). The concerns are not strictly separable because architectural 

elements often address multiple concerns simultaneously. 

Design principles guiding the architecture include defense in depth across the three concerns, 

explicit trust boundaries between trusted instructions and untrusted content, audit ability of model 

invocations, and bounded autonomy for agentic systems in operational environments. The 

principles reflect the maturation of generative artificial intelligence security practice from 

experimental to production grade capability. 

Scope assumptions include the existence of established cybersecurity program functions, the 

availability of capabilities to authenticate and authorize users and systems, and the organizational 

maturity to operate generative artificial intelligence systems responsibly (Dagodzo et al., 2022). 
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The architecture is intended for critical infrastructure organizations adopting generative artificial 

intelligence at meaningful scale (Taiwo, 2022; Ekechi et al., 2022). 

Architecture composition with broader cybersecurity infrastructure includes integration with 

identity providers, telemetry pipelines, incident response procedures, and governance forums. The 

integration should support consistent practice across generative artificial intelligence and other 

cybersecurity domains. 

 

Figure 1: Three Concern Architecture for Generative AI Security 

The three-concern architecture integrates identity, data integrity, and adversarial risk into a 

coherent security framework for generative artificial intelligence deployments in critical 

infrastructure. The architecture is designed to compose with existing cybersecurity program 

structures rather than replace them, building AI-specific controls on foundations of established 

security practice. The architecture is aligned with the NIST Cybersecurity Framework functions 

of Identify, Protect, Detect, Respond, and Recover, mapping AI-specific controls to each function 

as appropriate (NIST, 2018b; NIST, 2024b). 

The design principles guiding the architecture reflect, therefore, both general security engineering 

principles and considerations specific to generative artificial intelligence systems. Defense in 

depth applies across all three concerns, recognizing that no single control is sufficient against the 

breadth of applicable threat scenarios. Explicit trust boundaries between content of different 

privilege levels are essential, given the way language models process mixed contexts of system 

instructions and user inputs. Audit ability of model invocations is a foundational principle, 

enabling post-incident analysis, compliance demonstration, and governance oversight of model 

behavior. Bounded autonomy for agentic systems limits the scope of damage from compromised 

or misbehaving agents (NIST, 2023; NIST, 2024a). 

The architecture recognizes that generative AI security does not begin when a model is deployed. 

Security considerations apply throughout the development lifecycle: during model selection and 

acquisition, during fine-tuning or adaptation, during retrieval index construction, during system 

integration, and during production operation. The NIST AI Risk Management Framework provides 
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a lifecycle perspective on AI risk that encompasses these stages (NIST, 2023). The DOE 

Cybersecurity Capability Maturity Model provides a complementary maturity framework for 

operational technology security programs that can be extended to encompass AI system security 

(DOE, 2023). Integration of AI security into these established lifecycle and maturity frameworks 

supports consistent governance rather than creating isolated AI-specific program silos. 

The architecture maps controls to three authoritative frameworks: the NIST AI Risk Management 

Framework and its Generative AI Profile, the NIST SP 800-207 Zero Trust Architecture, and the 

OWASP Top Ten for Large Language Model Applications. The NIST AI RMF organizes AI risk 

management into four functions: Govern, Map, Measure, and Manage (NIST, 2023). The 

Generative AI Profile extends this structure with specific guidance on the risks associated with 

large language models, including prompt injection, data poisoning, and output quality (NIST, 

2024a). The Zero Trust Architecture provides an identity-centric security model that aligns with 

the identity concern of the architecture (Rose et al., 2020; CISA, 2023b). The OWASP Top Ten for 

LLMs provides a practitioner-oriented taxonomy of common vulnerabilities that complements the 

more abstract framework structures. 

6. IDENTITY CONCERN 

Human identity in generative artificial intelligence contexts extends traditional identity practice to 

encompass the additional sensitivity of model interactions. Technical controls include multifactor 

authentication for model access, role-based authorization tied to operational responsibilities, and 

structured logging of identity bound model interactions. The integration with broader identity 

infrastructure should support consistent governance. 

Agent identity addresses the authentication and authorization of automated systems that interact 

with models. Agent identity governance requires service identity management, scoped tokens that 

limit agent capability, and structured boundaries between agent action and human approval. Agent 

identity should support both functional needs and the audit ability of agent activity. 

Model identity addresses the auditable identity of each model invocation, supporting the ability to 

trace decisions back to specific model versions and configurations. Practitioners implement 

immutable model identifiers, version-controlled model deployment, and structured logging that 

captures the model used in each interaction (Adebayo, 2025d). Model identity supports both 

incident response and ongoing governance. 

Data source identity addresses the provenance of training data, reference content, and other inputs 

to model behavior. Effective data source governance incorporates structured provenance metadata, 

content signing where applicable, and explicit attention to the trust level of each source. Data 

source identity supports both security analysis and broader compliance considerations (CISA, 

2023a; CISA, 2023b). 

Delegation patterns for generative artificial intelligence agents address the scenarios in which an 

agent acts on behalf of a human user (Greshake et al., 2023; DHS, 2023). Recommended controls 

include scoped tokens, explicit delegation chains, and audit trails that link agent action to the 

delegating identity (Adebayo, 2023b). 

Implementation maturity progresses through recognizable stages that practitioners and assessment 

frameworks have characterized. Early maturity programs focus on baseline capability development 

and compliance demonstration (Adebayo, 2021a). Intermediate maturity programs develop 
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integrated capability across multiple domains and begin to address proactive risk management 

(Rose et al., 2020). Advanced maturity programs demonstrate sustained capability, continuous 

improvement, and integration with broader business processes (Apruzzese et al., 2019). The 

progression is not strictly linear, and entities may advance more rapidly in some domains than 

others. 

Investment decisions in critical infrastructure cybersecurity benefit from explicit cost benefit 

analysis even where complete quantification is not feasible. Governance decisions should 

incorporate structured analysis of expected risk reduction, consideration of operational benefits, 

and explicit attention to the dependencies between investments. The analysis should support 

decision making rather than provide false precision in the face of substantial uncertainty. Mature 

programs treat investment analysis as an ongoing discipline rather than a one-time exercise (Kevin, 

2023a). 

Vendor and supplier relationships affect implementation outcomes substantially. Implementation 

patterns that strengthen vendor relationships include explicit cybersecurity requirements in 

procurement, structured vendor risk assessment, ongoing engagement with vendor security 

practices, and participation in industry consortium activity that influences vendor product direction 

(Ekechi, 2022). The relationships are long-term and benefit from sustained investment rather than 

transactional engagement (CISA, 2021). 

Organizational change management is a recurring practical challenge in cybersecurity program 

development (Topol, 2019). Implementation patterns that support successful change include 

executive sponsorship, structured communication, training and capability development, and 

explicit attention to the cultural dimensions of change. Technical capability without organizational 

adoption produces limited operational value. 

Human identity management in generative AI contexts builds on established identity and access 

management practice but introduces additional dimensions specific to model interaction. The 

sensitivity of model interactions extends beyond the sensitivity of the data they access: the model 

itself is a powerful reasoning engine that may be induced to take consequential actions, produce 

harmful content, or reveal sensitive training data in response to crafted inputs. Role-based 

authorization for model access should therefore be informed by both the data sensitivity of 

accessible retrieval context and the action scope of connected tools, not only by the functional 

need to interact with the model. The NIST SP 800-53 access enforcement control family provides 

a framework for implementing role-based access controls applicable to AI system interactions 

(NIST, 2020). ISO/IEC 27001 requires organizations to establish access control policies that 

encompass AI systems within their information security management scope (ISO, 2022a). 

Multifactor authentication for model access reduces the risk that stolen credentials enable 

unauthorized access to sensitive AI capabilities. In operational technology environments, the 

challenge of implementing multifactor authentication for systems that must respond to time-critical 

operator actions requires authentication designs that do not introduce unacceptable latency. 

OpenID Connect provides a widely implemented protocol for federated identity that supports 

multifactor authentication integration and is applicable to AI system access. The integration of AI 

system authentication with operational identity providers enables consistent governance of both 

conventional and AI-mediated access to sensitive information and systems. 
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Agent identity in generative AI pipelines represents a novel challenge for identity governance. 

Software agents that invoke language models on behalf of human users, retrieve documents from 

knowledge bases, or execute tool calls must be assigned identities that support auditing, 

authorization, and revocation. Service account hygiene practices, including credential rotation, 

scope minimization, and activity monitoring, apply to AI agents but must be adapted to the 

operational characteristics of automated systems that may invoke models at high frequency. The 

principle of least privilege requires that agent credentials carry only the permissions needed for 

the specific tasks the agent is authorized to perform, not the full permissions of the human user on 

whose behalf the agent acts. Scoped tokens that expire after the completion of a task sequence and 

structured delegation chains that link agent actions to authorizing human identities are 

implementation patterns that support these principles (Rose et al., 2020; CISA, 2023b). 

Model identity addresses the auditable tracking of which model version produced which output. 

In operational environments where model versions are updated, fine-tuned, or substituted, the 

ability to trace a specific output to a specific model configuration is essential for incident 

investigation, regulatory compliance, and quality assurance. Immutable model identifiers, version-

controlled deployment registries, and structured logging that captures the model identifier for each 

invocation support model identity. The NIST SP 800-37 Risk Management Framework provides a 

system authorization process that can be applied to model versions as information system 

components, establishing explicit authorization for production use and documenting the security 

controls implemented for each version (NIST, 2018c). The DOE National Cyber Informed 

Engineering Strategy emphasizes the integration of security considerations into engineering 

decisions throughout the technology lifecycle, a principle applicable to the selection and 

authorization of AI model versions (DOE, 2022). 

Data source identity in retrieval-augmented pipelines governs which external sources contribute 

to model context and at what trust level. Sources of high integrity, such as internally curated 

procedure documents, vendor manuals reviewed by subject matter experts, and regulatory 

guidance published by authoritative bodies, warrant higher trust than public web content or user-

submitted documents. Structured provenance metadata records the origin, authorization state, and 

last review date of each indexed document. Content signing, where applicable, provides 

cryptographic assurance of document integrity. The NERC Critical Infrastructure Protection 

standards impose specific requirements on the integrity of data used in bulk electric system 

operations that inform data source identity requirements for AI systems in that sector (NERC, 

2023). ISO/IEC 27002 provides guidance on supplier relationships and supply chain security 

applicable to the management of external data sources in retrieval systems (ISO, 2022b). 

Furthermore, the concept of delegation chains in generative AI agent systems addresses scenarios 

in which multiple agents interact in sequence, each acting on behalf of a human user or an upstream 

agent. A human user may delegate to a planning agent, which in turn delegates to a retrieval agent, 

a code execution agent, and a communication agent in sequence. Each step in the chain introduces 

an opportunity for privilege escalation or for adversarial content to redirect agent behavior. Explicit 

delegation chains that record the originating human identity, the scope of delegation at each step, 

and the authorization basis for each agent action provide the audit trail necessary for post-incident 

analysis and compliance demonstration. Scoped tokens that carry only the permissions needed for 

each step prevent privilege escalation across delegation boundaries. The zero trust architecture 

principle of verifying explicitly applies to each delegation step, requiring that trust is not assumed 
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from the existence of a delegation chain but is verified at each boundary (Rose et al., 2020; CISA, 

2023b). 

Consequently, implementation maturity for AI identity governance follows recognizable stages 

analogous to maturity models for conventional identity and access management programs. Early-

maturity programs focus on baseline authentication for model access and structured logging of 

model invocations. Intermediate-maturity programs develop integrated identity governance that 

incorporates AI system identities alongside human and service identities in the same governance 

infrastructure, supporting consistent policy enforcement and audit. Advanced-maturity programs 

demonstrate continuous monitoring of model invocation patterns, anomaly detection that identifies 

deviation from baseline behavior, and adaptive access controls that respond to detected anomalies. 

The NIST Risk Management Framework provides a system authorization process applicable to AI 

system identity governance that supports progression through these maturity stages (NIST, 2018c; 

NIST, 2020). The DOE Cybersecurity Capability Maturity Model provides a domain-specific 

maturity model for operational technology security programs that encompasses AI system identity 

governance in sectors where DOE guidance applies (DOE, 2023). 

Insider threat remains one of the most consequential attack vectors in critical infrastructure, with 

authorised users posing risks that perimeter controls do not address (Sgandurra et al., 2017). 

Identity and access management frameworks that integrate role-based controls, least-privilege 

enforcement, and continuous monitoring provide the organisational foundation for managing both 

insider risk and credential-based external attacks (Mbonu et al., 2020a; Oshoba et al., 2019). Multi-

factor authentication adoption models for enterprise environments address the implementation 

challenges of deploying stronger authentication without disrupting operational workflows (Oshoba 

et al., 2021). Cloud identity and access governance optimisation extends these principles to hybrid 

and multi-cloud deployments where AI pipelines commonly reside (Mbonu et al., 2022c). 

7. DATA INTEGRITY CONCERN 

Validation and freshness controls ensure that data used in retrieval reflects current and authoritative 

content. Practitioners enforce explicit content lifecycle management, structured update procedures, 

and integration with broader content management infrastructure. Stale or invalid content can 

produce inaccurate model outputs with operational consequences (Kumuyi, 2024a; Sanni et al., 

2024b). 

Sensitive data handling addresses the protection of confidential information that enters training, 

retrieval, or prompt contexts. Core controls include data classification schemes, structured controls 

on sensitive data ingestion, and explicit attention to data minimization in retrieval contexts (Sanni 

et al., 2024a). Sensitive data in model contexts presents distinct risks from sensitive data in 

conventional systems. 

Auditable traces of model invocations support both security analysis and broader compliance 

considerations. Audit-ready deployments incorporate structured logging of inputs, outputs, 

retrieved content, and model versions, with retention sufficient to support investigation. The traces 

should be protected against tampering and should integrate with broader audit infrastructure. 

Vector database security (controlling access to the indexed embedding store that supplies context 

to the language model) in retrieval-augmented pipelines addresses the storage, retrieval, and 

integrity of the embedding representations that support semantic search. Recommended controls 
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encompass access restrictions on the vector database, integrity protection of stored embeddings, 

and structured attention to the privacy implications of embedding representations. 

Provenance tracking for training, retrieval, and prompt data addresses the fundamental question of 

where data originates and whether it should be trusted at the trust level implied by its position in 

the model context. Data that reaches a model as part of the system prompt is typically treated as 

highly trusted, while data in the human turn may receive lower trust. Retrieval-augmented data 

occupies an intermediate position that requires explicit trust assignment. The ISO/IEC 27001 

information security management framework provides a structure for data classification that can 

be extended to AI data provenance requirements (ISO, 2022a). ISO/IEC 27005 provides risk 

assessment guidance applicable to the evaluation of data provenance risks in AI contexts (ISO, 

2018b). 

Furthermore, validation and freshness controls address the temporal dimension of data integrity. 

Stale data in retrieval indexes can produce outdated model outputs with operational consequences, 

particularly in critical infrastructure contexts where procedures, configurations, and regulatory 

requirements change over time. Freshness assurance requires content lifecycle management that 

enforces review cycles for indexed documents, structured update procedures that re-validate 

content when source documents change, and freshness metadata that enables filtering of outdated 

retrieval results (NIST, 2020; DOE, 2022). The National Institute of Standards and Technology 

Security and Privacy Controls provide a baseline for information integrity controls that apply to 

AI data management (NIST, 2020). 

However, sensitive data handling in AI contexts requires attention to several dynamics that do not 

arise in conventional data management. Language models may memorize and reproduce training 

data, creating risks that persist even when access controls prevent direct retrieval of source 

documents (Carlini et al., 2021). retrieval-augmented systems that access sensitive documents 

create risks of inadvertent disclosure through generated outputs. Embedding representations in 

vector databases encode semantic content in ways that may reveal source document characteristics 

to adversaries who can query the embedding space. The NIST SP 800-53 Revision 5 system and 

communications protection and access enforcement controls address technical mechanisms for 

sensitive data protection applicable to AI systems (NIST, 2020). ISO/IEC 27002 provides 

implementation guidance for sensitive data controls that can be applied to AI data contexts (ISO, 

2022b). 

Auditable traces of model invocations serve, moreover, multiple governance purposes. For security 

analysis, traces enable detection of anomalous patterns that may indicate adversarial activity, 

including systematic probing that suggests extraction attempts or unusual output patterns that may 

indicate prompt injection success. For compliance, traces document that AI-assisted decisions 

were made under appropriate identity and authorization controls. For incident response, traces 

provide the forensic record needed to reconstruct the context of a compromised invocation and 

assess the scope of impact. The IEC 62443 standards for industrial automation and control system 

security provide audit logging requirements applicable to operational technology contexts that can 

inform AI invocation logging design (IEC, 2018). The NERC CIP standards impose specific 

logging and record retention requirements for bulk electric system operations that AI systems 

operating in that sector must satisfy (NERC, 2023). 

Vector database security in retrieval-augmented pipelines requires application of security controls 

to a relatively novel infrastructure category. Vector databases store embedding representations that 
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support semantic similarity search, enabling retrieval of content semantically related to query 

embeddings. Access controls on the vector database govern which users and agents can retrieve 

which document segments, implementing a form of information retrieval access control that 

complements document-level access controls. Integrity protection of stored embeddings detects 

adversarial modification that could redirect retrieval toward attacker-controlled content. Privacy 

considerations arise from the semantic content encoded in embeddings, which may be partially 

recoverable through query analysis. 

Cloud computing introduces a distinct set of security challenges encompassing data residency, 

multi-tenancy isolation, shared infrastructure risks, and the evolving threat landscape facing cloud-

hosted applications and data stores (Coppolino et al., 2017; Singh & Chatterjee, 2017; Tabrizchi 

& Kuchaki Rafsanjani, 2020). Mobile edge and fog computing architectures extend these 

challenges to distributed processing nodes closer to operational technology environments, 

requiring security controls adapted to resource-constrained edge platforms (Roman et al., 2018). 

Analysis of security issues specific to cloud-based architectures provides a structured basis for 

evaluating the cloud security properties of retrieval-augmented generation deployments 

(Hashizume et al., 2013). 

Freshness assurance for retrieval-augmented systems requires content lifecycle management that 

extends beyond initial indexing to encompass the full operational life of each document in the 

retrieval store. Operational procedures in critical infrastructure environments are subject to 

revision as regulatory requirements change, as equipment configurations are updated, and as 

incident reports generate new guidance. A model that retrieves an outdated version of a procedure 

in a time-critical operational context may produce advice that was accurate at time of indexing but 

is now incorrect or unsafe. Consequently, lifecycle controls should include mandatory review 

triggers whenever source documents change, automated staleness detection that flags segments 

whose underlying source has been updated, and retrieval-time filtering that prevents the model 

from presenting outdated content without explicit staleness warnings (NIST, 2020; ISO, 2022a). 

Vector database security encompasses controls on the embedding index itself, not only on the 

documents from which embeddings are derived. An adversary who can inject embeddings directly 

into the index, bypassing the ingestion pipeline, can cause the retrieval system to preferentially 

return attacker-controlled content without that content having passed through document-level 

integrity checks. Furthermore, an adversary who can query the embedding space systematically 

may recover approximate reconstructions of indexed document content through embedding 

inversion techniques, creating a data exfiltration risk independent of direct document access. 

Mitigations include cryptographic integrity protection of stored embeddings, access controls on 

the embedding insertion API that restrict which systems can modify the index, and anomaly 

detection on embedding query patterns that may signal extraction attempts (ISO, 2022b; NIST, 

2020; Carlini et al., 2021). 

 

 

8. ADVERSARIAL RISK CONCERN 

Prompt injection mitigation requires explicit architectural attention to the boundaries between 

trusted instructions and untrusted content. Defence-in-depth requires structured input handling that 
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separates system instructions from user input, output validation that constrains acceptable model 

behavior, and explicit attention to the privilege boundaries between content of different trust levels. 

Output filtering applies structured controls to model outputs before they reach downstream 

systems or users. Output-layer controls encompass content classification, sensitive information 

detection, and policy-based controls on actions that the output could trigger. Output filtering 

complements rather than replaces upstream controls. 

Red teaming for generative artificial intelligence systems extends traditional red team practice to 

include model specific attacks. Red team exercises include structured assessment of prompt 

injection robustness, evaluation of jailbreak resistance, and end to end scenario testing of agentic 

capabilities. Red teaming should be a continuous activity rather than a one-time assessment. 

Defense in depth across the adversarial risk concern combines multiple complementary controls. 

No single control is sufficient against the breadth of adversarial techniques, but the combination 

produces meaningful defense . 

Technical depth in critical infrastructure cybersecurity continues to advance through both 

academic research and operational experience. New methodologies, new tooling, and new threat 

tradecraft emerge continuously. Practitioner programs must balance investment in advanced 

capability against the foundational practices that comprise the bulk of effective defense. The proper 

balance varies across entities and across time as the threat environment and the available capability 

evolve. 

Integration patterns across the architectural and procedural elements discussed in this work require 

explicit organizational attention. Technical capability without organizational integration produces 

limited operational value. Organizational patterns that support integration include cross functional 

governance forums, structured information sharing across teams, and explicit attention to the 

cultural dimensions of cybersecurity practice (Patrick et al., 2020). Mature programs demonstrate 

sustained organizational integration alongside technical capability. 

Measurement of program effectiveness across the dimensions discussed in this work supports both 

internal management and external communication. Measurement practices have matured during 

the corpus period, with growing consensus on which measures provide meaningful signal. 

Common pitfalls include the use of activity measures rather than outcome measures, the conflation 

of compliance demonstration with substantive effectiveness, and the absence of context that 

supports interpretation of specific measures. 

Consequently, prompt injection mitigation requires layered architectural controls that address the 

attack at multiple points in the processing pipeline. Input-level controls structure the model context 

to separate system instructions from user inputs, making the instruction-content boundary explicit 

and resistant to manipulation through user-controlled content. Structured input schemas that 

constrain the format and content of user inputs reduce the attack surface available to prompt 

injection attempts. Privilege separation in the model context assigns different trust levels to system 

instructions, retrieved content, and user inputs, preventing lower-privileged content from asserting 

the authority of higher-privileged content (Greshake et al., 2023). The OWASP Top Ten for Large 

Language Models addresses prompt injection as the most critical vulnerability in current LLM 

deployments, providing implementation guidance that complements the architectural controls 

described here. 
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Output-level controls validate model outputs before they reach users or downstream systems. 

Content classification detects outputs that deviate from expected patterns, including outputs that 

appear to execute injected instructions rather than respond to the intended query. Policy-based 

controls constrain the actions that outputs can trigger, limiting the downstream consequences of 

successful prompt injection. Regular expression and semantic filtering detect sensitive information 

patterns that should not appear in outputs, providing a last-resort control for output exfiltration 

attempts. The defense-in-depth principle requires that output-level controls complement rather 

than replace input-level and context-level controls, recognizing that no single control is sufficient 

against the range of prompt injection variants (NIST, 2024a; Carlini et al., 2021). 

Furthermore, jailbreak resistance addresses adversarial attempts to bypass safety measures by 

inducing models to generate harmful, policy-violating, or unauthorized content (Wei et al., 2023; 

Liu et al., 2023). Jailbreak attacks exploit inconsistencies in model safety training, edge cases in 

the representation of safety policies, and creative prompt constructions that cause models to adopt 

personas or framings that bypass safety constraints. The research literature documents a persistent 

competition between jailbreak techniques and model safety improvements, with new jailbreak 

patterns emerging continuously as models evolve (Wei et al., 2023; Weidinger et al., 2022). 

Architectural controls that do not rely on model behavior alone are essential, given the 

demonstrated fragility of purely model-based safety approaches. Input filtering that detects known 

jailbreak patterns, output monitoring that detects safety-violating content, and human review of 

flagged outputs provide defense that does not depend solely on model safety training. 

Additionally, red teaming for generative AI systems integrates prompt injection testing, jailbreak 

testing, retrieval poisoning simulation, and end-to-end scenario testing of agentic capabilities 

(Apruzzese et al., 2019). Red team exercises should include both automated scanning using known 

attack patterns and manual adversarial testing by human red teamers with knowledge of the 

specific deployment context. The Cyber Incident Reporting for Critical Infrastructure Act creates 

legal obligations for reporting significant cyber incidents that should inform red team exercise 

scope and documentation practices. The CISA Shields Up guidance provides direction on 

heightened defensive posture during elevated threat periods that encompasses AI system security 

hardening (CISA, 2022). Red team findings should be integrated into a continuous improvement 

cycle that tracks remediation of identified weaknesses and documents residual risk for risk 

acceptance by appropriate governance bodies. 

Defense in depth across the adversarial risk concern requires explicit documentation of the control 

set and the attack scenarios it addresses. No individual control addresses the full range of 

adversarial techniques applicable to generative AI systems. The combination of input validation, 

trust boundary enforcement, output filtering, rate limiting, anomaly detection, and red team 

validation produces meaningful defense that degrades adversary capability across the attack 

spectrum. The NIST Cybersecurity Framework Protect function provides a structure for organizing 

these controls within a broader cybersecurity program (NIST, 2024b). The IEC 62443 defense-in-

depth principle for industrial automation and control system security provides a sector-specific 

expression of this general principle applicable to AI-assisted operational technology (IEC, 2018). 

Thus, defence in depth for adversarial risk management combines controls at the input, model, and 

output layers of the generative AI pipeline with organizational controls including red teaming, 

incident response, and governance oversight. The principle that no single control is sufficient 

against the breadth of adversarial techniques is well established in the cybersecurity literature. 
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Applied to generative AI, this principle implies that organizations should not rely solely on model 

safety training to prevent jailbreaks, solely on input filtering to prevent prompt injection, or solely 

on access controls to prevent output exfiltration. The combination of controls across layers 

produces defense that degrades adversary capability even when individual controls are partially 

circumvented. 

Technical depth in generative AI security continues to advance through academic research on both 

attack techniques and defenses. The NIST AI 100-2 taxonomy of adversarial machine learning 

attacks provides a structured framework for understanding the attack landscape against AI systems 

at training time and inference time (Vassilev et al., 2024). The OWASP Top Ten for Large 

Language Models translates academic research on LLM vulnerabilities into practitioner-accessible 

guidance. The intersection of classical adversarial machine learning research with the novel 

properties of large language models is producing a growing body of work on prompt injection, 

jailbreaking, and data extraction that practitioners must monitor as the field evolves (Greshake et 

al., 2023; Wei et al., 2023; Carlini et al., 2021; Weidinger et al., 2022). Integration of academic 

research findings into operational security practice requires structured processes for monitoring 

the research literature, evaluating the applicability of new findings to the deployment context, and 

updating controls in response to new attack patterns. 

Physical-world adversarial attacks demonstrate that the vulnerability of neural networks extends 

beyond the digital domain to manipulable physical objects such as traffic signs and road markings, 

posing concrete risks for autonomous systems operating in critical infrastructure environments 

(Eykholt et al., 2018; Kurakin et al., 2017). Internet of Things deployments in critical infrastructure 

expand the attack surface by connecting field devices with limited security capabilities to 

supervisory networks, requiring layered security controls spanning device authentication, 

communication encryption, and network segmentation (Bertino & Islam, 2017; Sicari et al., 2015). 

9. GOVERNANCE AND EVALUATION 

Furthermore, policy oversight of generative artificial intelligence deployment addresses 

authorization, monitoring, and lifecycle management. Governance programmes establish explicit 

authorization gates for production deployment, ongoing monitoring of model behavior and 

incident reports, and structured retirement procedures for models no longer in production use 

(NIST, 2018a). The oversight should integrate with broader governance practice rather than 

operating in isolation. 

Evaluation approaches for generative artificial intelligence systems include capability evaluation, 

safety evaluation, and security evaluation. Evaluation practice includes structured benchmark 

testing, adversarial evaluation, and operational pilot testing. Evaluation should address both 

expected and adversarial conditions (Genge et al., 2017). 

Incident response procedures for generative artificial intelligence systems extend traditional 

incident response to include model specific scenarios (Schinagl et al., 2015; Hahn et al., 2015; 

Adebayo, 2025c). Incident response programmes include playbooks for prompt injection 

incidents, response procedures for output exfiltration discoveries, and structured coordination with 

broader incident response (Idika et al., 2025). 
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Governance integration with broader artificial intelligence governance supports consistent practice 

across the organization. Mature programmes develop unified artificial intelligence policy, 

structured authorization processes, and integration with broader risk management. 

Policy oversight of generative artificial intelligence deployment requires explicit governance 

structures that authorize AI systems for production use, monitor their behavior during operation, 

and manage their retirement at end of useful life. Authorization gates for production deployment 

should verify that AI systems have completed security evaluation, that controls for each of the 

three concerns are in place and tested, and that the operational team has received appropriate 

training. The NIST AI Risk Management Framework Govern function addresses organizational 

accountability for AI system performance and risk (NIST, 2023). The DOE Cybersecurity 

Capability Maturity Model provides a maturity framework for operational technology security 

programs that encompasses AI system governance (DOE, 2023). The CISA Cybersecurity 

Performance Goals provide a baseline of cybersecurity practices applicable to critical 

infrastructure entities that should inform AI deployment authorization criteria (CISA, 2023a). 

Additionally, evaluation approaches for generative AI systems span capability, safety, and security 

dimensions. Capability evaluation assesses whether the system performs the intended task with 

acceptable quality. Safety evaluation assesses whether the system produces harmful or unreliable 

outputs under adversarial or edge-case conditions. Security evaluation assesses the resistance of 

the system to the attack classes documented in the threat landscape analysis, including prompt 

injection, retrieval poisoning, output exfiltration, and supply chain compromise. The NIST 

Adversarial Machine Learning taxonomy provides a structured approach to security evaluation 

that covers attacks against AI systems at training time, inference time, and supply chain (Vassilev 

et al., 2024). The NIST AI 600-1 Generative AI Profile provides specific evaluation guidance for 

large language model security and safety properties (NIST, 2024a). 

Evaluating the robustness of neural networks against adversarial attacks requires test suites that go 

beyond accuracy metrics to include attack success rates under realistic adversary models (Carlini 

& Wagner, 2017). 

Red teaming for generative AI systems extends traditional red team practice to include model-

specific attacks (Apruzzese et al., 2019; Pitropakis et al., 2019). Structured adversarial assessment 

of prompt injection robustness evaluates whether the system's trust boundary controls withstand 

realistic injection attempts. Jailbreak testing evaluates whether safety measures embedded in the 

model or surrounding controls can be bypassed through adversarial prompting. Supply chain 

assessment evaluates the provenance and integrity of model artifacts and tooling dependencies. 

Red teaming should be integrated into deployment authorization as a pre-deployment gate and 

continued as an ongoing activity, given the continuous evolution of adversarial techniques (NIST, 

2023). 

Incident response procedures for generative AI systems must address attack scenarios that have no 

precedent in conventional security operations. Prompt injection incidents require identification of 

the malicious content, assessment of what instructions the model executed, and evaluation of what 

outputs were produced and where they were delivered. Retrieval poisoning incidents require 

identification of the adversarial content in the index, assessment of how many invocations were 

affected, and remediation of the poisoned index segments. Training data extraction incidents 

require assessment of what sensitive data may have been exposed and to whom. The Cyber 

Incident Reporting for Critical Infrastructure Act establishes reporting obligations for significant 
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cyber incidents affecting critical infrastructure that apply to AI-related incidents. The National 

Cybersecurity Strategy and Implementation Plan provide strategic context for incident response 

coordination across critical infrastructure sectors. CISA Shields Up guidance provides emergency 

measures that critical infrastructure entities should implement during periods of elevated cyber 

threat that encompass AI system risks (CISA, 2022). 

Consequently, governance integration connects AI security to broader organizational risk 

management, information security governance, and regulatory compliance programs. 

Organizations subject to the NIST Cybersecurity Framework should incorporate AI system 

management into their framework implementation, mapping AI-specific controls to the Identify, 

Protect, Detect, Respond, and Recover functions (NIST, 2018b; NIST, 2024b). Organizations 

operating under NERC CIP standards should integrate AI system security into their CIP 

compliance programs, addressing the requirements of standards including CIP-007 (System 

Security Management) and CIP-011 (Information Protection) as they apply to AI-assisted 

operations (NERC, 2023). ISO/IEC 27001 certification programs should incorporate AI system 

controls into their information security management system scope (ISO, 2022a). The Office of 

Management and Budget memorandum on zero trust principles provides policy direction 

applicable to federal critical infrastructure operators. 

The governance lifecycle for generative AI systems in critical infrastructure does not end at 

deployment authorization. Continuous monitoring of model behavior, periodic review of 

architectural decisions against the evolving threat landscape, and incident-triggered assessments 

that evaluate whether controls would have prevented or detected recent adversarial events are 

essential elements of sustained AI security governance. Organizations that treat AI security as a 

one-time deployment gate rather than a continuous program discipline will find their controls 

degrading as threat actor capabilities advance and as model behavior evolves through updates, 

fine-tuning, and changes in retrieval content (NIST, 2023; CISA, 2023a; DOE, 2023). 

Enterprise log analytics and automated incident response capabilities provide the operational 

infrastructure for detecting and responding to security events in AI-integrated environments 

(Mbonu et al., 2019b). Proactive threat intelligence models using cloud-native tooling enable 

earlier detection of adversarial activity targeting AI systems and the operational technology 

networks they support (Oshoba et al., 2023b). Blockchain-enabled compliance and audit trail 

models for cloud configuration changes provide tamper-evident records applicable to AI system 

governance (Oshoba et al., 2020b). Privacy-by-design principles embedded in system architecture 

reduce the risk of sensitive data exposure through AI-generated outputs (Okoruwa et al., 2020). 

Metadata-driven access controls and role-based design patterns directly inform the identity 

concern architecture for AI pipeline access management (Olatunde-Thorpe et al., 2020). 

Governance programmes that address the intersection of artificial intelligence with data privacy 

obligations in healthcare and digital health platforms provide models transferable to other high-

consequence sectors where personal and sensitive data are processed by AI systems (Ekechi, 

2025b). 

 

10. REFERENCE SCENARIOS 
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Each scenario is analysed with reference to the three concerns summarised in Table 1, 

demonstrating how the framework applies to the distinct operational contexts, consequence 

profiles, and regulatory environments characteristic of each sector. 

Scenario one addresses energy sector deployment of a retrieval-augmented generation system for 

operational documentation and procedure assistance. The scenario walks through the application 

of the three-concern architecture to a representative deployment, including identity controls for 

operator access, data integrity controls for procedure content, and adversarial risk controls for the 

model interaction (Vassilev et al., 2024; NIST, 2024a; Sarker, 2024). The scenario demonstrates 

the architecture in a context that exercises all three concerns. 

Scenario two addresses water utility deployment of a generative assistant for incident response 

support. The scenario examines the use of the architecture in a higher stakes context where model 

output may inform decisions affecting public health (Liadi, 2024b). Implementation considerations 

include enhanced output validation, explicit human approval for consequential decisions, and 

structured logging for post incident review (Stouffer et al., 2023; NERC, 2023). 

Scenario three addresses emergency response deployment of a generative system for situation 

summarization and resource coordination (DOE, 2023; Wei et al., 2023; Chen et al., 2023). The 

scenario examines the use of the architecture in a context with significant time-pressure and 

consequence sensitivity (Liu et al., 2023; NIST, 2023). Implementation considerations include 

rapid identity verification, integrity controls for the information sources feeding the system, and 

explicit attention to the limits of model output reliability in unprecedented situations. 

Cross cutting lessons from the scenarios include the importance of structured authorization, the 

value of human oversight for consequential actions, and the operational considerations that 

distinguish critical infrastructure deployment from generic enterprise practice. 

The convergence of these findings across multiple analytical dimensions strengthens confidence 

in the synthesis presented in this work. Each dimension provides independent evidence that 

supports the core conclusions (CISA, 2022). The convergence is particularly meaningful because 

the dimensions draw on distinct evidence sources, distinct methodologies, and distinct stakeholder 

perspectives (DOE, 2022; ISO, 2022a; ISO, 2022b). Cross dimensional validation of this kind is 

recognized as a strength of mixed methods research and supports the practical applicability of the 

conclusions (Weidinger et al., 2022). 

Counter examples and edge cases warrant explicit acknowledgment alongside the central findings. 

The literature includes examples of entities, vendors, and methodologies that do not fit the central 

patterns identified in the synthesis. These counter examples may reflect early-stage practice, 

unusual operational contexts, or methodological choices that differ from the dominant patterns. 

Their existence does not undermine the central findings but rather illustrates the diversity of 

practice that any synthesis must acknowledge (Bommasani et al., 2021). 

Methodological reflections on the development of this work include both the strengths and 

limitations of the chosen approach (Carlini et al., 2021). Strengths include the breadth of source 

material, the integration across multiple authoritative frameworks, and the orientation toward both 

research and practitioner audiences. Limitations include the conceptual rather than empirical 

character of much of the analysis, the primary orientation toward North American context, and the 
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dependence on the availability and quality of published evidence. Acknowledging these 

methodological characteristics supports informed use of the contributions. 

The energy sector reference scenario examines deployment of a retrieval-augmented generation 

system to support operations personnel at a bulk electric system facility. Operators query the 

system for procedure guidance, regulatory interpretation, and operational history relevant to 

current system conditions. The system retrieves content from a curated knowledge base of internal 

procedures, vendor documentation, and regulatory guidance, augmenting this retrieved content 

with the general knowledge of the foundation model. Identity controls authenticate operator access 

using multifactor authentication integrated with the facility identity provider, establish role-based 

authorization that limits retrieval scope to documents relevant to each operator role, and log all 

model invocations with identity binding (NIST, 2020; NERC, 2023). Data integrity controls 

enforce document review cycles for all indexed procedures, verify the provenance of regulatory 

guidance against authoritative sources, and apply freshness filters that exclude outdated content 

from retrieval. Adversarial risk controls implement structured input handling that isolates operator 

queries from retrieved content in the model context, apply output filtering that detects potentially 

injected instructions, and conduct regular red team exercises targeting the retrieval knowledge base 

for poisoning vulnerabilities (NIST, 2024a; CISA, 2023a). 

The water utility scenario examines deployment of a generative AI assistant for incident response 

support during operational anomalies. The scenario involves higher consequence sensitivity than 

the energy scenario because model outputs may inform decisions that affect public health. Identity 

controls are supplemented by mandatory secondary confirmation of operator identity for queries 

tagged as high-consequence. Data integrity controls require that all content retrieved in support of 

high-consequence decisions carry provenance metadata documenting the authorizing review and 

the date of last verification. Adversarial risk controls include enhanced output validation that 

requires human review of outputs that exceed a consequence threshold before those outputs are 

acted upon. Structured logging captures the complete context of each invocation for post-incident 

analysis (NIST, 2023; DOE, 2023). The CISA Zero Trust Maturity Model informs the 

implementation of identity controls that adapt dynamically to the consequence level of each 

operator query (CISA, 2023b). 

The emergency response scenario examines deployment of a generative AI system for situation 

summarization and resource coordination during multi-agency emergency response to a critical 

infrastructure incident. The scenario is characterized by extreme time pressure, novel and rapidly 

evolving operational context, and the involvement of multiple organizations with distinct identity 

governance structures. Rapid identity verification protocols that can authenticate personnel from 

multiple agencies against federated identity infrastructure enable cross-organization access 

without compromising audit trail completeness. Integrity controls for information sources feeding 

the system recognize that emergency response information flows may be less curated than routine 

operational data, applying explicit uncertainty signaling when retrieved content lacks the 

provenance metadata of verified organizational sources (Stouffer et al., 2023; NIST, 2024a). 

Output reliability controls provide explicit confidence indicators on model outputs and require 

human validation of time-critical decisions before operational action. 
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11. DISCUSSION 

11.1. Architectural Contribution and Strengths 

Discussion of the architecture indicates that its three-concern structure provides a coherent 

organizing framework for the diverse security considerations of generative artificial intelligence 

in critical infrastructure (NIST, 2020; Souppaya et al., 2020; Rose et al., 2020). The architecture is 

compatible with diverse organizational contexts and deployment patterns provided that the 

underlying program elements are present in proportionate strength (Da Veiga et al., 2020). The 

architecture is forward looking, anticipating the maturation of generative artificial intelligence 

practice over the coming years. 

Therefore, future directions include empirical validation through case study, integration with 

emerging governance frameworks, and the development of more detailed implementation 

guidance for specific architectural elements (Yuan et al., 2019). The intersection of generative 

artificial intelligence security with operational technology security represents a particularly active 

frontier (Pitropakis et al., 2019; Lewis, 2019; Devlin et al., 2019). Continued evolution of 

adversary capability against generative systems will require continued evolution of frameworks 

such as the one presented in this paper (NIST, 2018c). 

This conceptual paper has presented an architecture for securing generative artificial intelligence 

pipelines in critical infrastructure environments, organized around three concerns of identity, data 

integrity, and adversarial risk (IEC, 2018; ISO, 2018b; ISO, 2018a; Stellios et al., 2018). The 

architecture aligns with multiple authoritative frameworks and is illustrated through three 

reference scenarios (Madry et al., 2018). It supports the responsible adoption of generative 

artificial intelligence in critical infrastructure environments (Chakraborty et al., 2018). 

Stakeholder feedback through the development of this work has consistently emphasized the 

practical considerations that distinguish operational technology cybersecurity from generic 

information technology practice. These considerations include long asset lifecycles, deterministic 

performance requirements, safety integration, and the operational and business pressures that 

affect security investment decisions (Lin et al., 2017). The frameworks and architectures 

developed without explicit attention to these considerations tend to encounter implementation 

friction that limits their practical adoption (Voigt et al., 2017; Papernot et al., 2016; Almorsy et al., 

2016). Sustained engagement with operational stakeholders, beginning early in framework 

development, supports the development of frameworks that align with the realities of the 

operational environment (Stouffer et al., 2015; Goodfellow et al., 2015). 

Workforce considerations represent a recurring topic in practitioner discussions of operational 

technology cybersecurity. The talent shortage in operational technology cybersecurity is well 

documented in industry surveys and government reports (Szegedy et al., 2014; Mo et al., 2012; 

Nicholson et al., 2012). Training programs, certification frameworks, and academic curricula are 

adapting to address the talent gap, but the pace of adaptation has lagged the growth in demand 

(NIST, 2011). The combination of cybersecurity expertise with engineering expertise produces a 

profile that is rare in the current workforce, and developing this profile through targeted training 

and structured career pathways remains an industry priority (Ten et al., 2010; Khurana et al., 2010). 

International coordination on critical infrastructure cybersecurity expectations has grown through 

the corpus period (Igure et al., 2006). Bilateral and multilateral exchanges support shared learning 

about regulatory practice, threat intelligence, and incident response coordination. Harmonization 
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of expectations across jurisdictions remains incomplete, but the trend toward convergence on 

principles such as risk-based assessment, segmentation, and continuous monitoring is evident. 

These developments inform the broader context within which the frameworks and architectures 

developed for North American operations must operate. 

The relationship between cybersecurity considerations and broader resilience considerations 

requires explicit attention. Cybersecurity is one input to operational resilience, alongside physical 

security, supply chain resilience, workforce resilience, and operational risk management. Effective 

programs integrate cybersecurity into broader resilience frameworks rather than treating it in 

isolation. The integration produces both stronger overall resilience and more efficient use of 

organizational resources. 

The three-concern architecture presented in this paper provides a foundation for responsible 

generative AI adoption in critical infrastructure, but several research and practice gaps warrant 

further attention. The empirical evidence base for the effectiveness of specific architectural 

controls remains limited. Published research has demonstrated the feasibility of prompt injection, 

retrieval poisoning, and training data extraction attacks, but the effectiveness of specific 

countermeasures has been evaluated less systematically (Greshake et al., 2023; Carlini et al., 2021; 

Wei et al., 2023). Controlled studies comparing architectural variants, red team exercises that 

benchmark control effectiveness, and operational pilots with structured evaluation designs would 

strengthen the evidence base for practitioner adoption. 

11.2. Integration with Operational Technology Security 

However, the integration of generative AI security with operational technology security remains 

an active challenge. The operational technology security community has developed mature 

practices for industrial control system security through standards including NERC CIP and IEC 

62443 (NERC, 2023; IEC, 2018). The integration of AI systems into operational workflows creates 

hybrid security environments where generative AI security controls must compose with 

operational technology controls designed for deterministic systems with known behavior. The 

National Cyber Informed Engineering Strategy provides a framework for integrating security into 

engineering decisions throughout the technology lifecycle that is applicable to this integration 

challenge (DOE, 2022). Research on the composition of generative AI security controls with 

operational technology security controls would support practitioners navigating this integration. 

11.3. Governance, Regulatory, and Compliance Landscape 

Furthermore, the regulatory environment for generative AI in critical infrastructure continues to 

evolve. The NIST AI Risk Management Framework and Generative AI Profile provide voluntary 

guidance that may inform future regulation (NIST, 2023; NIST, 2024a). The European Union AI 

Regulation establishes binding requirements that apply to organizations operating in European 

markets. The Cyber Incident Reporting for Critical Infrastructure Act creates mandatory incident 

reporting obligations that apply to significant AI-related incidents. The National Cybersecurity 

Strategy directs federal agencies to work with critical infrastructure sectors to develop sector-

specific AI security guidance. Practitioners benefit from sustained engagement with the regulatory 

evolution process, as the architecture presented in this paper will require adaptation as regulatory 

requirements mature. 
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11.4. Workforce, Education, and Organisational Readiness 

Moreover, the workforce dimension of generative AI security in critical infrastructure presents 

challenges that technical architecture alone cannot address. The combination of cybersecurity 

expertise, operational technology domain knowledge, and generative AI system understanding 

required to implement and operate the architecture described here is rare in the current workforce 

(NIST, 2011). Training programs that develop this combined competency, certification frameworks 

that recognize it, and organizational structures that create career pathways for AI security 

practitioners in critical infrastructure will be essential to scaling the adoption of the architecture. 

The operational technology cybersecurity talent shortage documented in industry surveys 

(Nicholson et al., 2012; Mo et al., 2012) will deepen as generative AI creates additional demand 

for this specialized expertise. Academic programs that integrate AI security with operational 

technology security, and continuing education programs that upskill existing practitioners, 

represent high-priority investments for the field. 

The intersection of generative AI security with organizational change management deserves 

explicit acknowledgment in any practical adoption framework. Security architectures that are 

technically sound but organizationally difficult to implement will be implemented inconsistently, 

producing uneven protection that adversaries can exploit. The human factors of AI security include 

operator trust in AI outputs, which may be calibrated at inappropriate levels in either direction, 

organizational cultures that treat AI security as an impediment to adoption rather than an enabler 

of responsible deployment, and incentive structures that reward AI capability demonstration over 

AI security rigor. Security architectures that integrate with existing operational workflows rather 

than competing with them, that provide security assurance without adding friction to routine 

operations, and that produce evidence of security effectiveness that organizations can 

communicate to regulators and stakeholders, will achieve higher adoption rates and more 

consistent implementation than architectures that impose significant operational overhead. 

Additionally, the international dimension of generative AI security in critical infrastructure reflects 

the global nature of both the technology supply chain and the adversary landscape. Foundation 

models are developed and deployed by a small number of organizations, with the geopolitical 

implications of this concentration receiving increasing regulatory attention. Critical infrastructure 

operators in multiple jurisdictions may use the same foundation models, creating a common attack 

surface that adversaries can study and exploit across multiple targets. Threat intelligence sharing 

across jurisdictions, coordinated regulatory approaches that do not create exploitable divergences 

in security requirements, and international standards development that produces globally 

applicable guidance rather than jurisdiction-specific frameworks, are dimensions of critical 

infrastructure AI security that extend beyond the organizational scope of this paper but that shape 

the environment in which organizational architectures must operate. The Williams (1994) Purdue 

Enterprise Reference Architecture, the Cardenas et al. (2008) characterization of security research 

challenges for control systems, and the Igure et al. (2006) analysis of SCADA security issues all 

reflect a foundational international consensus on critical infrastructure security principles that the 

generative AI era must extend rather than discard. 

Furthermore, the vendor ecosystem for generative AI systems presents challenges for critical 

infrastructure security governance analogous to those presented by the operational technology 

vendor ecosystem. Foundation model providers, retrieval infrastructure vendors, orchestration 

framework developers, and fine-tuning service providers each introduce supply chain risks that the 

architecture must address. Vendor security assessment processes that evaluate the security 
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practices of AI technology providers, contractual requirements that establish security obligations 

and audit rights, and participation in industry consortium activities that develop sector-specific 

vendor security expectations, are organizational practices that support supply chain risk 

management for AI systems (NIST, 2020). The NERC CIP supply chain risk management 

standards, which address the security of vendors to the bulk electric system, provide a model for 

sector-specific AI vendor security requirements that other critical infrastructure sectors may adapt 

(NERC, 2023). Sustained organizational commitment to AI vendor security management, 

beginning in the procurement process and continuing through the operational lifecycle, produces 

supply chain security posture that one-time assessments cannot achieve. 

However, the scalability of the three-concern architecture across different organizational sizes and 

capability levels deserves explicit consideration. Large critical infrastructure asset owners with 

mature cybersecurity programs and dedicated security teams will implement the full architecture, 

integrating AI security governance into established program structures with dedicated engineering 

and operational resources. Medium-sized operators with developing cybersecurity programs may 

prioritize the controls most directly relevant to their deployment scenarios, building toward full 

architecture implementation over a defined roadmap. Smaller operators with limited security 

resources may begin with foundational controls, particularly strong identity governance and basic 

audit trail capabilities, and expand toward more sophisticated adversarial risk controls as capability 

matures. The architecture's alignment with the NIST Cybersecurity Framework supports this tiered 

adoption by providing a common reference that practitioners at all maturity levels can use to orient 

their programs (NIST, 2024b). 

The temporal dynamics of generative AI security require that the architecture be treated as a living 

governance artifact rather than a static compliance document. Model versions change, retrieval 

indexes are updated, tooling dependencies evolve, and threat actor capabilities advance. 

Governance structures must provide for regular review of architectural decisions against the 

current threat landscape, evaluation of new controls as they become available, and retirement of 

controls that have become ineffective or have been superseded by more effective alternatives. 

Scheduled architectural reviews, triggered by significant changes in the model or deployment 

environment, and incident-driven reviews that evaluate whether existing controls would have 

detected or prevented recent incidents, are the principal mechanisms through which architecture 

currency is maintained (NIST, 2023; Vassilev et al., 2024). 

Practitioner guidance derived from the architecture should be expressed in formats accessible to 

the diverse roles involved in critical infrastructure AI deployment. Security architects require 

framework-aligned control specifications that integrate with existing security program 

documentation. Operational technology engineers require implementation guidance expressed in 

engineering terms, addressing the specific integration patterns of AI systems with supervisory 

control and data acquisition environments. Legal and compliance teams require regulatory 

mapping that connects architectural controls to applicable requirements. Executive sponsors 

require risk-oriented summaries that articulate the residual risk accepted when specific controls 

are or are not implemented. The NIST AI Risk Management Framework Playbooks provide a 

model for multi-audience guidance documentation that the architecture described here should 

emulate in practitioner-facing outputs (NIST, 2023). 

The contribution of this paper to the practitioner community is intended to be cumulative with, 

rather than competitive with, existing guidance from authoritative bodies. The NIST AI Risk 
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Management Framework, the CISA Cybersecurity Performance Goals, the DOE Cybersecurity 

Capability Maturity Model, and the NERC Critical Infrastructure Protection standards all provide 

valuable guidance that practitioners must integrate into coherent programs (NIST, 2023; CISA, 

2023a; DOE, 2023; NERC, 2023). The three-concern architecture provides a structural integration 

layer that helps practitioners understand how AI-specific controls relate to existing program 

elements, how the new standards and guidance documents relate to each other, and how to 

prioritize implementation given resource constraints. The goal is not to add to the burden of 

compliance but to provide a conceptual map that makes the existing landscape of requirements 

and guidance more navigable for practitioners responsible for critical infrastructure AI security. 

11.5. Cross-Sector and International Dimensions 

The relationship between security and safety in generative AI systems deployed in critical 

infrastructure warrants explicit acknowledgment. Safety in the operational technology sense 

concerns the protection of physical processes, personnel, and the public from harm arising from 

system malfunction or misuse. Security in the cybersecurity sense concerns the protection of 

systems from adversarial interference. These two concerns are related but distinct: a prompt 

injection attack that causes a model to provide incorrect procedure guidance may produce safety 

consequences through the downstream actions of operators who act on that guidance, even if no 

direct control system action is involved. The architecture presented here addresses security, but 

practitioners implementing AI systems in critical infrastructure must also address safety through 

the application of safety engineering principles, formal hazard analysis, and safety-critical system 

design practices appropriate to their specific deployment contexts. The integration of AI security 

and AI safety is an emerging research and practice challenge that the broader field must address. 

The educational dimension of generative AI security in critical infrastructure extends beyond the 

workforce development challenges discussed above to encompass the need for new curricula, 

professional certification frameworks, and continuing education programs specifically targeting 

AI security in operational technology environments. University programs in cybersecurity have 

generally not yet integrated operational technology security or AI security to the degree required 

to prepare graduates for the combined competency that critical infrastructure AI security demands. 

Professional certifications in operational technology security, while growing in availability, 

similarly have not yet addressed generative AI security in depth. The development of educational 

pathways that integrate generative AI security with operational technology cybersecurity 

represents a foundational investment for the field that will take sustained effort from academic 

institutions, professional bodies, and industry to realize. 

11.6. Research Agenda and Future Directions 

The open research questions identified by this work suggest a productive agenda for academic-

practitioner collaboration. Empirical studies of the effectiveness of specific prompt injection 

mitigations, controlled by threat model and deployment context, would provide evidence-based 

guidance that is currently unavailable. Formal models of retrieval-augmented generation security 

properties would support more rigorous security evaluation than current informal approaches 

permit. Human factors research on operator calibration of AI output trust, and the conditions under 

which operators over-rely on or under-utilize AI decision support, would inform the design of 

human-AI interaction patterns that support safe and secure operations. Longitudinal studies of AI 

security incident patterns in critical infrastructure, enabled by improved incident reporting and 

sharing, would provide the operational experience base that architecture and control development 
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requires. This paper invites engagement from researchers across these domains to advance the 

evidence base for critical infrastructure AI security. 

A comprehensive framework for migrating to zero trust architecture documents the organizational 

and technical challenges of implementation, providing practical guidance applicable to AI system 

integration within zero trust programs (Phiayura & Teerakanok, 2023). 

The foundational characterization of prompt injection as an attack class demonstrated that 

language models can be caused to ignore system instructions through adversarial user inputs, 

establishing the core threat that identity and context separation controls must address (Perez & 

Ribeiro, 2022). 

Information security practice in critical infrastructure organizations depends on a body of 

foundational knowledge encompassing cryptographic controls, network security architecture, 

access management, and risk governance (Stallings, 2017; Stamp, 2011; Pfleeger et al., 2015). 

Practitioner-oriented texts and certification reference guides codify this foundational knowledge 

in formats accessible to security teams responsible for AI governance (Kim & Solomon, 2018; 

Ciampa, 2018; Andress, 2014; Diogenes & Ozkaya, 2018). The emergence of artificial intelligence 

as a security concern has prompted academic analysis of the relationship between AI capability 

and cyber risk, including recognition that AI systems may be leveraged both offensively and 

defensively (Khisamova et al., 2019). 

Internet of Things security encompasses the full stack of device, network, and application controls 

required to protect the sensor endpoints and edge devices that feed data into AI-assisted operational 

systems in critical infrastructure (Mosenia & Jha, 2017). 

Securing cyber-physical systems in the electric power grid requires coordinated controls across 

information technology and operational technology layers, a challenge made more complex by the 

introduction of AI-assisted monitoring and control (Sridhar et al., 2012). The 2015 Ukraine grid 

attack demonstrated that coordinated adversarial operations targeting smart grid infrastructure can 

produce physical outages at scale (Liang et al., 2017). 

Smart grid security requires authentication and integrity controls across the full communication 

stack linking distributed energy resources, substations, and energy management systems to 

supervisory control platforms. Effective implementation draws on both power systems engineering 

practice and information security frameworks to address the unique properties of energy sector 

operational technology (Anwar & Soltesz, 2016). 

Artificial intelligence applications in high-consequence domains including healthcare and critical 

infrastructure share foundational governance challenges: ensuring system outputs are reliable, 

explainable, and subject to meaningful human oversight (Beam & Kohane, 2018). The intersection 

of AI capability and clinical or operational consequence has motivated governance frameworks 

that balance innovation with safety, providing transferable lessons for critical infrastructure AI 

governance programs. 

Pattern recognition methods developed for fraud detection in financial transaction systems, 

including anomaly detection, supervised classification, and ensemble approaches, provide 

methodological parallels that informed the development of AI-based intrusion detection for 

operational technology environments (West & Bhattacharya, 2016). Cross-domain transfer of 

analytical methods is a recurring pattern in the development of AI security capabilities. 
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Healthcare organisations deploying AI in clinical and administrative contexts face governance 

requirements analogous to those facing critical infrastructure operators: high-consequence of 

system error, stringent regulatory oversight, and the need for auditable and explainable decision 

support (Aminu-Ibrahim & Ogbete, 2023; Anioke & Atima, 2023a; Anioke & Atima, 2023b; 

Ogbete & Aminu-Ibrahim, 2024; Kuponiyi & Akomolafe, 2024; Kuponiyi & Akomolafe, 2025; 

Nnaji & Akinlolu, 2022; Nnaji & Akinlolu, 2023; Nnaji & Akinlolu, 2024a). Comparative analysis 

of AI governance frameworks across high-consequence sectors reveals both common structural 

elements and domain-specific adaptations that practitioners can leverage. 

IT service management, financial analytics, and organisational data governance frameworks 

developed in adjacent professional contexts offer implementation patterns for AI governance 

program design in critical infrastructure, particularly in areas such as change management, 

performance monitoring, and risk-informed decision support (Edivri & Oteri, 2021; Edivri & 

Oteri, 2022; Edivri & Oteri, 2023; Lawal & Oduleye, 2021b; Oduleye & Medon, 2021; Sanni & 

Atima, 2021a; Sanni & Atima, 2021b; Sanni & Atima, 2021c; Sanni & Attah, 2023c; Wedraogo & 

Sanni, 2024; Yeboah & Nnabueze, 2021; Yeboah & Nnabueze, 2024; Michael & Ogunsola, 2022a; 

Michael & Ogunsola, 2024a). Adaptation of these frameworks requires attention to the distinctive 

operational rhythms, regulatory contexts, and consequence profiles of critical infrastructure 

environments. 

Autonomous and semi-autonomous platforms including unmanned aerial systems that interface 

with infrastructure monitoring networks, perform right-of-way surveillance, and support 

inspection operations introduce additional identity, data integrity, and adversarial risk 

considerations that AI security governance frameworks must address as these platforms proliferate 

(Dagodzo & Ahiaeke Patrick, 2022; Dagodzo & Ahiaeke Patrick, 2025). The integration of 

autonomous platforms with AI-assisted data analysis creates compound attack surfaces that require 

coordinated security treatment. 

Foundational texts on computer security and network defense provide the conceptual vocabulary 

that AI security practitioners bring to generative AI governance (Bishop, 2018; Stallings, 2017). 

Research on cyber-physical systems security in smart grid and IoT environments documents the 

expanded attack surface created when networked sensing, control, and analytical systems are 

integrated into operational technology (Humayed et al., 2017; Lopez et al., 2018). Policy and 

behavioral frameworks for promoting compliance with security and regulatory requirements in 

technology-intensive organizations offer implementation insights relevant to AI security program 

adoption. 

The technical foundations of cybersecurity governance for critical infrastructure systems draw on 

a body of research spanning network security, cloud security, and threat intelligence (Baykara & 

Daimi, 2018; Cherdantseva & Hilton, 2013; Enisa, 2022). IoT-enabled energy systems introduce 

specific protocol-level vulnerabilities that require layered authentication and integrity controls 

extending from field devices to supervisory platforms (Sani et al., 2019; Sajid et al., 2016). 

Phishing and social engineering attacks targeting critical infrastructure personnel exploit human 

factors in ways that complement technical exploit techniques, requiring awareness training 

alongside technical controls as part of a comprehensive defence posture (Gupta et al., 2018; Genge 

et al., 2017). 

The evolving threat landscape for AI-assisted critical infrastructure systems spans multiple 

research streams. Foundational work addresses control system security (Cardenas et al., 2008; 
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Cardenas et al., 2009), adversarial machine learning (Apruzzese et al., 2022; Yao et al., 2024), and 

adversary tactics taxonomies (Strom et al., 2018), and systematic analyses of cybersecurity 

investment effectiveness (Ozowara et al., 2022; Adebayo, 2022b; Adebayo, 2023a; Adebayo, 

2024). AI governance frameworks for data privacy compliance (Ekechi et al., 2025) and deep 

learning-based malware classification for cloud environments (Idika et al., 2021) address the 

intersection of AI capability and security that defines the risk landscape this architecture is 

designed to address. Mandatory incident reporting obligations for critical infrastructure (Act, 

2022), zero trust implementation policy (Budget, 2022), and practitioner vulnerability taxonomies 

for large language model deployments (Project, 2023) collectively constitute the governance and 

compliance environment within which the architecture must operate. 

The classification of adversarial machine learning attacks provides essential structure for threat 

modeling exercises targeting AI-integrated critical infrastructure. Training-time attacks, including 

data poisoning and backdoor injection, corrupt model behaviour at the source before deployment; 

inference-time attacks, including adversarial examples and model extraction, exploit deployed 

models through crafted inputs (Biggio & Roli, 2018; Goodfellow et al., 2015; Madry et al., 2018). 

The intersection of these classical adversarial machine learning categories with the specific 

properties of large language models produces attack variants that differ in important respects from 

those applicable to classification systems. Language models are trained on text rather than 

structured feature vectors, making gradient-based adversarial example generation less directly 

applicable; however, the semantic flexibility of natural language creates attack surfaces through 

prompt crafting that have no analogue in classification settings (Greshake et al., 2023; Perez & 

Ribeiro, 2022; Wei et al., 2023). Realistic adversarial attack modeling for machine learning 

security systems requires evaluation under threat models that account for the practical capabilities 

of adversaries rather than worst-case theoretical bounds (Apruzzese et al., 2022). 

The governance of agent identity in multi-agent generative AI systems presents challenges that 

exceed those of conventional software service account management. When an orchestrating agent 

invokes subordinate agents, each with access to tools and data sources, the chain of delegated 

authority must be traceable from the originating human principal through each agent hop to the 

specific action taken. Service account governance practices developed for microservices 

architectures provide a starting framework: each agent should have a dedicated service identity, 

credentials scoped to minimum required permissions, rotation schedules aligned with task 

durations, and activity logs associated with each credential (Oshoba et al., 2019; Oshoba et al., 

2021; Mbonu et al., 2020a). The zero trust principle of never implicitly trusting any entity based 

on its position in the network applies with particular force to agent identities, which may be 

compromised through supply chain attacks on agent software or through prompt injection that 

redirects agent behaviour while preserving the agent identity used for authentication (Rose et al., 

2020; CISA, 2023b). 

The data integrity concern extends beyond the retrieval index to encompass the complete data 

supply chain from source document creation to model context assembly. Documents that enter the 

retrieval pipeline may originate from internal authoring systems, external vendor documentation, 

regulatory publications, or user-submitted content; each source carries distinct trust properties that 

must be reflected in the provenance metadata attached to indexed segments (ISO, 2022a; ISO, 

2018b). Content signing using cryptographic mechanisms provides tamper-evidence for high-

value documents where provenance assurance is critical to operational safety. Blockchain-enabled 

audit trail models applied to cloud configuration management demonstrate the feasibility of 
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tamper-evident record-keeping for AI governance events, including model deployment 

authorizations, index update approvals, and policy configuration changes (Oshoba et al., 2020b; 

Omoegun et al., 2022). Enterprise log analytics capabilities that aggregate telemetry from AI 

system components, retrieval infrastructure, and underlying cloud services provide the detection 

surface needed to identify data integrity violations in production deployments (Mbonu et al., 

2019b). 

The adversarial risk concern encompasses both the technical controls applied to the AI system and 

the broader security posture of the networks and systems through which AI-generated outputs flow. 

Industrial control systems and SCADA environments that receive guidance or control inputs 

informed by AI outputs represent the ultimate downstream consequence target of successful 

adversarial attacks against AI pipelines (Cardenas et al., 2008; Cardenas et al., 2009; Yadav & 

Paul, 2019). Adversarial examples crafted to persist under physical-world conditions, including 

sensor noise, viewing angle variation, and environmental perturbation, represent a threat class 

particularly relevant to AI systems that process imagery or sensor data from operational 

environments (Eykholt et al., 2018; Kurakin et al., 2017). Deep learning-based malware 

classification systems deployed to protect AI infrastructure face adversarial evasion attempts that 

exploit the same gradient-based vulnerabilities present in the AI systems they protect (Idika et al., 

2021; Pitropakis et al., 2019). Modeling of realistic adversarial attacks against machine learning 

security systems demonstrates that threat models must account for adaptive adversaries who 

observe defences and evolve their techniques accordingly (Apruzzese et al., 2022). 

Cybersecurity workforce development represents a governance prerequisite for sustained AI 

security programme implementation. Organisations that lack personnel with the combined 

competencies in generative AI systems, cybersecurity engineering, and operational technology 

security will struggle to implement the architectural controls described in this paper consistently 

over time (Adebayo, 2023a; NIST, 2011). Structured workforce development programmes that 

integrate applied research curricula, certification pathways, and practical laboratory experience in 

AI system security build the organisational capability needed for sustained programme execution. 

Threat detection capability assessments for resource-constrained organisations provide a maturity 

model framework applicable to smaller critical infrastructure operators who may not have 

dedicated AI security teams (Adebayo, 2024). Fintech and financial infrastructure organisations 

have developed security frameworks for high-volume transaction processing platforms that 

address threat modeling, access control, and audit trail requirements in ways transferable to AI 

pipeline security governance (Adebayo, 2022b). The MITRE ATT&CK framework and its ICS-

specific extension provide standardised vocabulary for threat modeling exercises that enables 

consistent communication of AI security risks across technical, operational, and governance 

stakeholders (Strom et al., 2018; Alexander et al., 2020). 

The governance and technical landscape for generative AI security in critical infrastructure is 

shaped by a dense and evolving body of standards, regulations, executive directives, and 

practitioner guidance. Organisations implementing this architecture opwithin a layered policy 

environment that includes mandatory incident reporting obligations (Act, 2022), federal zero trust 

implementation requirements (Budget, 2022), executive orders addressing both cybersecurity 

(House, 2021) and artificial intelligence governance (House, 2023a), and a rapidly developing 

body of sector-specific guidance from CISA (CISA, 2023a; CISA, 2023b), DOE (DOE, 2022; 

DOE, 2023), and NERC (NERC, 2023). The OWASP Top Ten for Large Language Model 

Applications provides a practitioner taxonomy of common vulnerabilities that complements the 
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more abstract framework structures of the NIST AI Risk Management Framework (Project, 2023; 

NIST, 2023). Cybersecurity predictions from industry analysts document the near-term trajectory 

of the threat landscape and the defensive investments that organisations should prioritise (Gartner, 

2021). A comprehensive survey of large language model security and privacy documents the attack 

surface exposed by current-generation models in terms that directly inform the adversarial risk 

concern of the three-concern architecture (Yao et al., 2024). 

Systematic reviews of cybersecurity investments and their relationship to organisational 

performance provide empirical grounding for governance decisions about AI security programme 

resourcing (Ozowara et al., 2022). AI governance frameworks addressing data privacy compliance 

across multiple regulatory jurisdictions simultaneously are increasingly necessary as critical 

infrastructure operators deploy AI systems that process personal data subject to GDPR, HIPAA, 

and sector-specific privacy requirements (Ekechi et al., 2025). The intersection of AI capability 

with insider threat detection, financial crime compliance, and real-time risk monitoring has 

generated a body of applied research in fintech and financial services that demonstrates the 

transferability of AI security governance frameworks across high-consequence domains (Ozowara, 

2022; Adebayo, 2022b; Adebayo, 2023a). 

The scalability of AI security governance across the diversity of critical infrastructure operator 

sizes, capability levels, and sector-specific regulatory environments requires architectural 

guidance that is adaptable rather than prescriptive at the control level. Small water utilities with 

limited security staffing face a different implementation reality from large energy utilities with 

dedicated operational technology security teams; yet both must address the same fundamental 

concerns of identity verification, data integrity assurance, and adversarial risk management when 

deploying generative AI in operational contexts (Maglaras et al., 2018; CISA, 2023a). Capability 

maturity models that define staged progression from initial to optimised security posture, such as 

the DOE Cybersecurity Capability Maturity Model, provide a framework for organisations to plan 

incremental implementation of architectural controls aligned with their current capability and 

resource constraints (DOE, 2023). The Cybersecurity Framework Profile concept enables sector-

specific customisation of control priorities that can be applied to produce AI security 

implementation profiles relevant to energy, water, transportation, and emergency response sectors 

(NIST, 2024b). Adoption of these governance instruments supports the development of sector-

wide benchmarks for AI security practice that facilitate information sharing, peer comparison, and 

collective improvement across the critical infrastructure community. The NERC Critical 

Infrastructure Protection standards demonstrate how sector-level governance frameworks can 

establish enforceable baseline requirements that drive consistent security practice across a large 

and diverse population of infrastructure operators, providing a model that AI security governance 

frameworks for other sectors may adapt (NERC, 2023). Investment in AI security governance at 

the sector level, including development of sector-specific guidance, training programmes, and 

information sharing mechanisms, produces collective security benefits that exceed what any 

individual organisation could achieve through independent programme development (Sarker, 

2023; Schneier, 2018). 

However, the relationship between cybersecurity frameworks and AI governance frameworks is 

one of complementarity rather than substitution. Organisations that implement the NIST 

Cybersecurity Framework as the organising structure for their security programme should integrate 

AI system management within that structure, mapping AI-specific controls to the Identify, Protect, 

Detect, Respond, and Recover functions (NIST, 2024b; NIST, 2018b). The ISO 27001 information 
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security management system provides a certification-backed governance structure that 

encompasses AI system controls within its scope when organisations choose to include AI 

pipelines in their management system boundary (ISO, 2022a; ISO, 2022b). The IEC 62443 series 

for industrial automation and control system security provides sector-specific control requirements 

for operational technology environments where AI systems are being integrated (IEC, 2018). 

Regulatory frameworks that impose mandatory security requirements on critical infrastructure 

operators, including NERC CIP for the bulk electric system and sector-specific frameworks in 

water, aviation, and financial services, establish the compliance baseline above which AI security 

governance must build (NERC, 2023). 

The vendor ecosystem for generative AI systems presents governance challenges analogous to 

those addressed by supply chain risk management frameworks developed for conventional 

software and operational technology (Strom et al., 2018). Foundation model providers, retrieval 

infrastructure vendors, orchestration framework developers, and fine-tuning service providers 

each introduce supply chain risks that governance programmes must assess and manage. Vendor 

security assessment processes, contractual security obligations, and ongoing monitoring of vendor 

security posture are essential elements of a mature AI security governance programme that no 

technical architectural control can substitute for (NIST, 2020; ISO, 2022b). The cybersecurity 

investment decisions that organisations make in deploying AI systems, including choices about 

model sourcing, retrieval infrastructure hosting, and security tooling, have measurable 

implications for security outcomes that systematic analysis can inform (Ozowara et al., 2022; 

Adebayo, 2022b). Understanding the return on cybersecurity investment across different control 

categories enables organisations to prioritise AI security programme elements that yield the 

greatest risk reduction per unit of resource expenditure, a consideration particularly salient for 

smaller critical infrastructure operators with constrained security budgets (Adebayo, 2024; 

Gartner, 2021). 

Furthermore, international standards harmonisation across the AI security governance space 

reduces compliance burden for critical infrastructure operators who face obligations across 

multiple jurisdictions and regulatory frameworks simultaneously. Alignment between the NIST AI 

Risk Management Framework and ISO 42001 for AI management systems, and the alignment of 

IEC 62443 for operational technology security with broader information security management 

standards such as ISO 27001, enables organisations to design governance programmes that satisfy 

multiple frameworks through a coordinated set of controls rather than parallel siloed compliance 

activities (NIST, 2023; ISO, 2022a; IEC, 2018). Practitioners responsible for AI security 

governance in critical infrastructure benefit from sustained engagement with standards 

development processes, providing sector-specific operational requirements that inform the next 

generation of controls guidance and ensuring that emerging frameworks reflect the distinctive 

constraints and consequence profiles of critical infrastructure deployments (NIST, 2024a; CISA, 

2023a). 

This architecture provides a conceptual foundation that is designed to be stable across generations 

of model architecture, evolving threat landscapes, and changing regulatory requirements, enabling 

organisations to invest in governance infrastructure with confidence that the structural framework 

will remain relevant even as specific controls and technologies change (NIST, 2023; NIST, 2024a; 

CISA, 2023a; Sarker, 2023). The three concerns of identity, data integrity, and adversarial risk 

reflect durable properties of AI system security that will persist regardless of whether the 

underlying model is a current-generation large language model or a future architecture with 
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substantially different technical properties, making the architecture a long-term investment rather 

than a response to a transient technology configuration. 

Additionally, the blockchain-based digital identity verification approaches developed for regulated 

financial services provide implementation patterns for the identity concern of the three-concern 

architecture, particularly for use cases involving cross-organisational identity federation and the 

verification of credentials presented by personnel from partner organisations during collaborative 

operations (Omoegun et al., 2022). Executive Order 14110 on the safe, secure, and trustworthy 

development and use of artificial intelligence established federal expectations for AI governance 

that extend to critical infrastructure operators who provide services to federal agencies or operate 

systems on which federal operations depend (House, 2023a). The convergence of AI governance 

obligations with existing cybersecurity compliance requirements creates both a challenge and an 

opportunity: the challenge of managing an expanding set of overlapping requirements, and the 

opportunity to design integrated governance programmes that satisfy multiple frameworks through 

coordinated implementation rather than duplicative parallel efforts. Organisations that approach 

AI security governance as a component of a unified information governance programme, rather 

than as an isolated compliance exercise, will achieve more consistent implementation, more 

efficient use of governance resources, and more effective communication of their security posture 

to regulators, customers, and operational partners. 

12. CONCLUSION 

The deployment of generative artificial intelligence in critical infrastructure represents a 

governance challenge of the first order: the capabilities that make these systems operationally 

valuable are inseparable from the attack surfaces that make them security risks. The architecture 

presented in this paper addresses that challenge through a structured framework that integrates 

established cybersecurity programme practice with controls specific to the properties of large 

language models. The continued integration of artificial intelligence into both attack and defence 

will reshape the threat landscape and the available response capabilities. The integration of 

operational technology with cloud and edge environments will continue, with implications for 

architecture and governance. Regulatory expectations will continue to evolve, with increasing 

attention to supply chain transparency, incident reporting, and zero trust architecture. Sustained 

collaboration across asset owners, vendors, regulators, and researchers will be essential to 

navigating these trends. 

Research priorities emerging from the corpus include the development of empirical evidence on 

framework adoption, the maturation of automated assessment methods, the integration of safety 

and security disciplines, and the development of explainable artificial intelligence methods 

suitable for operational deployment. Academic research will continue to advance methodology 

while practitioner experience will continue to refine implementation. The most productive research 

engages both communities through structured collaboration. 

The contributions of this work to the broader field include the explicit treatment of operational 

technology specific considerations, the integration with multiple authoritative frameworks, and the 

orientation toward sustained practice rather than one-time assessment. The contributions are 

intended to support both continued research and practitioner application, with the recognition that 

the field will continue to evolve in response to changing threat, technology, and regulatory 

environments. 
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The role of regulation in shaping critical infrastructure cybersecurity practice will continue to 

evolve. Anticipated regulatory developments include expanded supply chain transparency 

expectations, refined zero trust expectations, and continued attention to vendor managed access 

patterns. Regulatory evolution typically proceeds through formal stakeholder processes that 

incorporate industry feedback and lessons from incident experience. Asset owners benefit from 

sustained engagement with the regulatory evolution process rather than passive compliance with 

established expectations. 

The architecture presented in this paper addresses a security challenge that will intensify as 

generative AI systems become more capable, more agentic, and more deeply integrated into critical 

infrastructure operations. The transition from advisory AI that informs operator decisions to 

agentic AI that takes actions on operator behalf will increase the consequence of successful 

adversarial attacks against these systems, making architectural security controls more rather than 

less important over time. The three-concern structure of identity, data integrity, and adversarial 

risk provides a stable organizing framework that can accommodate the evolution of specific 

controls as the technology and threat landscapes change. 

This conceptual paper establishes a structured foundation for generative AI security governance in 

critical infrastructure. The three-concern architecture of identity, data integrity, and adversarial risk 

provides a stable organizing framework that integrates with established cybersecurity program 

structures, aligns with authoritative frameworks, and supports practitioner adoption across energy, 

water, and emergency response sectors. As generative AI capabilities continue to advance and 

agentic deployments deepen operational integration, the disciplined architectural approach 

described here provides the basis for responsible adoption that serves both operational objectives 

and security imperatives. The field will continue to evolve, and the architecture is designed to 

accommodate that evolution through its alignment with durable security principles rather than 

transient technical specifics. The three-concern architecture of identity, data integrity, and 

adversarial risk provides that foundation, grounded in established frameworks and validated 

through illustrative deployment scenarios across energy, water, and emergency response contexts. 

Future work should develop empirical evidence on the effectiveness of specific architectural 

controls, evaluate the composition of generative AI security with operational technology security 

in hybrid environments, and refine governance structures as regulatory expectations mature. 

Collaboration between academic researchers, practitioners, and regulatory bodies will be essential 

to producing the evidence base that responsible critical infrastructure AI adoption requires. The 

three-concern architecture provides a starting point for that collaboration by offering a shared 

vocabulary and structural framework for generative AI security in critical infrastructure. These 

principles together constitute a comprehensive and defensible approach to generative AI security 

in critical infrastructure. 

The architecture described in this paper is intended to be a durable reference point for organizations 

navigating the integration of generative AI into critical infrastructure operations. Its value lies not 

in prescribing specific technical products but in providing a structured analytical lens through 

which security, operations, and governance teams can evaluate deployment decisions, identify 

control gaps, and communicate risk in a common vocabulary. This dual purpose makes the 

architecture a practical instrument for both security programme development and stakeholder 

communication. The security properties it addresses, including authenticated identity, verified data 

provenance, and adversarial robustness, are not transient concerns of the current generation of 
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large language models but structural requirements of any system that applies autonomous 

reasoning to high-consequence decisions, ensuring that the framework will remain relevant as 

generative AI capabilities continue to advance. 
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